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QUESTION 1

Which of the following is the MOST important reason for undertaking Continual Professional Development (CPD) within
the Information Security sphere? 

A. Professional qualification bodies demand CPD. 

B. Information Security changes constantly and at speed. 

C. IT certifications require CPD and Security needs to remain credible. 

D. CPD is a prerequisite of any Chartered Institution qualification. 

Correct Answer: B 

 

QUESTION 2

Which security framework impacts on organisations that accept credit cards, process credit card transactions, store
relevant data or transmit credit card data? 

A. PCI DSS. 

B. TOGAF. 

C. ENISA NIS. 

D. Sarbanes-Oxiey 

Correct Answer: A 

https://digitalguardian.com/blog/what-pci-compliance 

 

QUESTION 3

Which of the following is often the final stage in the information management lifecycle? 

A. Disposal. 

B. Creation. 

C. Use. 

D. Publication. 

Correct Answer: A 

https://timg.co.nz/blog-the-information-management-life-cycle/ 

 

QUESTION 4
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Which term describes a vulnerability that is unknown and therefore has no mitigating control which is immediately and
generally available? 

A. Advanced Persistent Threat. 

B. Trojan. 

C. Stealthware. 

D. Zero-day. 

Correct Answer: D 

https://en.wikipedia.org/wiki/Zero-day_(computing) 

 

QUESTION 5

In terms of security culture, what needs to be carried out as an integral part of security by all members of an
organisation and is an essential component to any security regime? 

A. The \\'need to known principle. 

B. Verification of visitor\\'s ID 

C. Appropriate behaviours. 

D. Access denial measures 

Correct Answer: D 
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