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QUESTION 1

A corporate information security program is BEST positioned for success when: 

A. staff is receptive to the program. 

B. senior management supports the program. 

C. the program aligns with industry best practice. 

D. security is thoroughly assessed in the program. 

Correct Answer: A 

 

QUESTION 2

Following a recent acquisition, an information security manager has been requested to address the outstanding risk
reported early in the acquisition process. Which of the following would be the manager\\'s BEST course of action? 

A. Add the outstanding risk to the acquiring organization\\'s risk registry. 

B. Re-assess the outstanding risk of the acquired company. 

C. Re-evaluate the risk treatment plan for the outstanding risk. 

D. Perform a vulnerability assessment of the acquired company\\'s infrastructure. 

Correct Answer: B 

 

QUESTION 3

The MOST important component of a privacy policy is: 

A. notifications. 

B. warranties. 

C. liabilities. 

D. geographic coverage. 

Correct Answer: A 

Privacy policies must contain notifications and opt-out provisions: they are a high-level management statement of
direction. They do not necessarily address warranties, liabilities or geographic coverage, which are more specific. 

 

QUESTION 4

Which of the following is the MOST effective method for categorizing system and data criticality during the risk
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assessment process? 

A. Interview senior management. 

B. Interview data custodians. 

C. Interview members of the board. 

D. Interview the asset owners. 

Correct Answer: D 

 

QUESTION 5

The MOST likely cause of a security information event monitoring (SIEM) solution failing to identify a serious incident is
that the system: 

A. is not collecting logs from relevant devices. 

B. has not been updated with the latest patches. 

C. is hosted by a cloud service provider. 

D. has performance issues. 

Correct Answer: A 
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