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QUESTION 1

What is the best way to develop a complete list of Vulnerability Reports? 

A. Recommend that the client purchase the full Performance Analytics package 

B. Ask the CISO 

C. Work with the customer to identify the things that will be most useful to them 

D. Use the standard out of the box reports only 

Correct Answer: C 

 

QUESTION 2

After closing the Vulnerable Item (VI), it is recommended to: A. Update the values in the Vulnerability Score Indicator
(VSI) based on the critically of the Vulnerability 

B. The VI remains active and in place until the Scanner rescans and closes the VI 

C. Mark the CI as exempt from the Vulnerability if the vulnerability was remediated 

D. Compare the Vulnerability with subsequent scans 

Correct Answer: A 

 

QUESTION 3

Which one of the following record types can be considered the intersection of Vulnerability source information and
CMDB CI records? 

A. Vulnerability 

B. Vulnerability Task 

C. CMDB_CI_Vuln 

D. Vulnerable Item (VI) 

Correct Answer: D 

Reference: https://docs.servicenow.com/bundle/orlando-security-
management/page/product/vulnerabilityresponse/reference/vulnerable-item-fields.html 

 

QUESTION 4

Which of the following best describes a Vulnerability Group? 
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A. Groups VIs using a Filter against Vulnerable Item Fields 

B. A Filter defining a sub-set of CIs to be treated as a group 

C. The User Group assigned to resolving the Vulnerable Item 

D. Must have a corresponding filter group 

Correct Answer: D 

Reference: https://docs.servicenow.com/bundle/orlando-security-
management/page/product/vulnerabilityresponse/concept/vulnerability-groups.html 

 

QUESTION 5

If fixing a Vulnerable Item outweighs the benefits, the correct course of action is: 

A. Mark the CI inactive in the CMDB and notify the CI owner 

B. Record the accepted risk and Close/Defer the Vulnerable Item 

C. Deprioritize the Vulnerable Item Records (VIT) to push them further down the list so it can be ignored 

D. Add the CI to the Vulnerability Scanner\\'s exclusions Related List 

Correct Answer: B 

Reference: https://docs.servicenow.com/bundle/orlando-security-
management/page/product/vulnerabilityresponse/concept/c_IndivVulnItemMgmt.html 
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