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QUESTION 1

Which of the following statements is true regarding software notifications and agreements? 

A. Website visitors must view the site\\'s privacy statement before downloading software. 

B. Software agreements are designed to be brief, while notifications provide more details. 

C. It is a good practice to provide users with information about privacy prior to software installation. 

D. "Just in time" software agreement notifications provide users with a final opportunity to modify the agreement. 

Correct Answer: C 

 

QUESTION 2

Implementation of privacy controls for compliance with the requirements of the Children\\'s Online Privacy Protection Act
(COPPA) is necessary for all the following situations EXCEPT? 

A. A virtual jigsaw puzzle game marketed for ages 5-9 displays pieces of the puzzle on a handheld screen. Once the
child completes a certain level, it flashes a message about new themes released that day. 

B. An interactive toy copies a child\\'s behavior through gestures and kid-friendly sounds. It runs on battery power and
automatically connects to a base station at home to charge itself. 

C. A math tutoring service commissioned an advertisement on a bulletin board inside a charter school. The service
makes it simple to reach out to tutors through a QR-code shaped like a cartoon character. 

D. A note-taking application converts hard copies of kids\\' class notes into audio books in seconds. It does so by using
the processing power of idle server farms. 

Correct Answer: B 

 

QUESTION 3

Ivan is a nurse for a home healthcare service provider in the US. The company has implemented a mobile application
which Ivan uses to record a patient\\'s vital statistics and access a patient\\'s health care records during home visits.
During one visitj^van is unable to access the health care application to record the patient\\'s vitals. He instead records
the information on his mobile phone\\'s note-taking application to enter the data in the health care application the next
time it is accessible. What would be the best course of action by the IT department to ensure the data is protected on
his device? 

A. Provide all healthcare employees with mandatory annual security awareness training with a focus on the health
information protection. 

B. Complete a SWOT analysis exercise on the mobile application to identify what caused the application to be
inaccessible and remediate any issues. 

C. Adopt mobile platform standards to ensure that only mobile devices that support encryption capabilities are used. 

D. Implement Mobile Device Management (MDM) to enforce company security policies and configuration settings. 
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Correct Answer: D 

the best course of action by the IT department to ensure the data is protected on Ivan\\'s device is to implement Mobile
Device Management (MDM) to enforce company security policies and configuration settings. 

 

QUESTION 4

A jurisdiction requiring an organization to place a link on the website that allows a consumer to opt-out of sharing is an
example of what type of requirement? 

A. Functional 

B. Operational 

C. Technical 

D. Use case 

Correct Answer: C 

This requirement is categorized as a "technical" requirement because it specifies the need to implement a specific
feature (a link) on a website that enables a particular function (opting out of sharing). Technical requirements define the
technical aspects that must be included in a system to ensure compliance with regulatory standards or to achieve
specific functionalities. In this case, the requirement involves adding a technical component to the website to allow users
to exercise their privacy rights effectively. 

 

QUESTION 5

A data scientist wants to improve her customer satisfaction prediction reports and has some ideas to improve the model.
This procedure will involve copying the customer database from production to a test environment. To ensure privacy
protection of customer information, the data scientist asked the privacy engineers for guidance. Which of the following
Privacy Enhancing Techniques (PETs) would be best suited to support her analysis but reduce privacy risks? 

A. Use sample data. 

B. Use synthetic data. 

C. Use anonymized data. 

D. Use pseudonymized data 

Correct Answer: B 
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