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QUESTION 1

Which is NOT a suitable action to apply to data when the retention period ends? 

A. Aggregation. 

B. De-identification. 

C. Deletion. 

D. Retagging. 

Correct Answer: D 

Retagging is not a suitable action to apply to data when the retention period ends2 . Retagging means changing the
classification or label of data based on its sensitivity or value2. Retagging does not reduce the risk of unauthorized
access or disclosure of personal data that is no longer needed by the organization2. The other options are suitable
actions to apply to data when the retention period ends, as they either remove or anonymize personal data2. 

 

QUESTION 2

Which of the following is the primary purpose of implementing "defense in depth" as a security concept in an
organization? 

A. To manage incidents through multiple nodes of escalation 

B. To create multiple layers of security controls to prevent unauthorized access 

C. To ensure compliance with privacy regulations through strong security measures 

D. To monitor and detect security incidents in real-time to minimize privacy breaches 

Correct Answer: B 

 

QUESTION 3

The web design team incorporated asterisks (*) next to all the PII (Personally Identifiable Information) fields in a web
intake form. An asterisk signifies a mandatory field. Which of the following is an essential step prior to the web intake
form go-live date? 

A. Analyze intake forms for similar use-cases available on the web and the competitors. 

B. Test the form using synthetic data to ensure it works to determine privacy functionality. 

C. Check with the web-development team on how to enforce input validation for the mandatory fields. 

D. Speak with the company\\'s intake team on the appropriate number of data elements that the intake team requires to
execute the use-case. 

Correct Answer: B 
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QUESTION 4

SCENARIO 

Please use the following to answer the next question: 

Light Blue Health (LBH) is a healthcare technology company developing a new web and mobile application that collects
personal health information from electronic patient health records. The application will use machine learning to
recommend potential medical treatments and medications based on information collected from anonymized electronic
health records. Patient users may also share health data collected from other mobile apps with the LBH app. 

The application requires consent from the patient before importing electronic health records into the application and
sharing it with their authorized physicians or healthcare provider. The patient can then review and share the
recommended treatments with their physicians securely through the app. The patient user may also share location data
and upload photos in the app. The patient user may also share location data and upload photos in the app for a
healthcare provider to review along with the health record. The patient may also delegate access to the app. 

LBH\\'s privacy team meets with the Application development and Security teams, as well as key business stakeholders
on a periodic basis. LBH also implements Privacy by Design (PbD) into the application development process. 

The Privacy Team is conducting a Privacy Impact Assessment (PIA) to evaluate privacy risks during development of the
application. The team must assess whether the application is collecting descriptive, demographic or any other user
related data from the electronic health records that are not needed for the purposes of the application. The team is also
reviewing whether the application may collect additional personal data for purposes for which the user did not provide
consent. 

What is the best way to ensure that the application only collects personal data that is needed to fulfill its primary purpose
of providing potential medical and healthcare recommendations? 

A. Obtain consent before using personal health information for data analytics purposes. 

B. Provide the user with an option to select which personal data the application may collect. 

C. Disclose what personal data the application the collecting in the company Privacy Policy posted online. 

D. Document each personal category collected by the app and ensure it maps to an app function or feature. 

Correct Answer: D 

By documenting each personal data category collected by the app and ensuring that it maps to an app function or
feature, Light Blue Health can help ensure that only necessary data is collected. This can help prevent over-collection of
personal data and increase transparency about how user data is used. 

 

QUESTION 5

What is the most important requirement to fulfill when transferring data out of an organization? 

A. Ensuring the organization sending the data controls how the data is tagged by the receiver. 

B. Ensuring the organization receiving the data performs a privacy impact assessment. 

C. Ensuring the commitments made to the data owner are followed. 
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D. Extending the data retention schedule as needed. 

Correct Answer: C 

The most important requirement to fulfill when transferring data out of an organization is ensuring the commitments
made to the data owner are followed. The data owner is the person who has provided their personal data to an
organization for a specific purpose or consented to its collection. When transferring data out of an organization, such as
sharing it with another entity or moving it across borders, it is essential that the organization respects the rights and
expectations of the data owner and complies with any applicable laws or regulations. The other options are not
requirements for transferring data out of an organization, but rather possible measures or considerations that may be
relevant depending on the context or nature of the transfer. 
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