
https://www.pass4itsure.com/cipt.html
2023 Latest pass4itsure CIPT PDF and VCE dumps Download

 

 

 

CIPTQ&As

Certified Information Privacy Technologist (CIPT)

Pass IAPP CIPT Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.pass4itsure.com/cipt.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by IAPP
Official Exam Center

 

 

Latest CIPT Dumps | CIPT VCE Dumps | CIPT Practice Test                                1 / 5

https://www.pass4itsure.com/cipt.html
https://www.pass4itsure.com/cipt.html
https://www.pass4itsure.com/cipt.html


https://www.pass4itsure.com/cipt.html
2023 Latest pass4itsure CIPT PDF and VCE dumps Download

QUESTION 1

SCENARIO 

Wesley Energy has finally made its move, acquiring the venerable oil and gas exploration firm Lancelot from its long-
time owner David Wilson. As a member of the transition team, you have come to realize that Wilson\\'s quirky nature
affected even Lancelot\\'s data practices, which are maddeningly inconsistent. “The old man hired and fired IT people
like he was changing his necktie,” one of Wilson\\'s seasoned lieutenants tells you, as you identify the traces of
initiatives left half complete. 

For instance, while some proprietary data and personal information on clients and employees is encrypted, other
sensitive information, including health information from surveillance testing of employees for toxic exposures, remains
unencrypted, particularly when included within longer records with less-sensitive data. You also find that data is
scattered across applications, servers and facilities in a manner that at first glance seems almost random. 

Among your preliminary findings of the condition of data at Lancelot are the following: 

Cloud technology is supplied by vendors around the world, including firms that you have not heard of. You are told by a
former Lancelot employee that these vendors operate with divergent security requirements and protocols. The
company\\'s proprietary recovery process for shale oil is stored on servers among a variety of less-sensitive information
that can be accessed not only by scientists, but by personnel of all types at most company locations. DES is the
strongest encryption algorithm currently used for any file. Several company facilities lack physical security controls,
beyond visitor check-in, which familiar vendors often bypass. Fixing all of this will take work, but first you need to grasp
the scope of the mess and formulate a plan of action to address it. 

Which is true regarding the type of encryption Lancelot uses? 

A. It employs the data scrambling technique known as obfuscation. 

B. Its decryption key is derived from its encryption key. 

C. It uses a single key for encryption and decryption. 

D. It is a data masking methodology. 

Correct Answer: A 

Reference: https://www.techopedia.com/definition/25015/data-obfuscation-do 

 

QUESTION 2

SCENARIO 

Please use the following to answer the next question: 

Light Blue Health (LBH) is a healthcare technology company developing a new web and mobile application 

that collects personal health information from electronic patient health records. The application will use 

machine learning to recommend potential medical treatments and medications based on information 

collected from anonymized electronic health records. Patient users may also share health data collected 
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from other mobile apps with the LBH app. 

The application requires consent from the patient before importing electronic health records into the 

application and sharing it with their authorized physicians or healthcare provider. The patient can then 

review and share the recommended treatments with their physicians securely through the app. The patient 

user may also share location data and upload photos in the app. The patient user may also share location 

data and upload photos in the app for a healthcare provider to review along with the health record. The 

patient may also delegate access to the app. 

LBH\\'s privacy team meets with the Application development and Security teams, as well as key business 

stakeholders on a periodic basis. LBH also implements Privacy by Design (PbD) into the application 

development process. 

The Privacy Team is conducting a Privacy Impact Assessment (PIA) to evaluate privacy risks during 

development of the application. The team must assess whether the application is collecting descriptive, 

demographic or any other user related data from the electronic health records that are not needed for the 

purposes of the application. The team is also reviewing whether the application may collect additional 

personal data for purposes for which the user did not provide consent. 

What is the best way to minimize the risk of an exposure violation through the use of the app? 

A. Prevent the downloading of photos stored in the app. 

B. Dissociate the patient health data from the personal data. 

C. Exclude the collection of personal information from the health record. 

D. Create a policy to prevent combining data with external data sources. 

Correct Answer: D 

 

QUESTION 3

Properly configured databases and well-written website codes are the best protection against what online threat? 

A. Pharming. 

B. SQL injection. 

C. Malware execution. 

D. System modification. 

Correct Answer: B 
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Reference: https://www.netwrix.com/sql_server_security_best_practices.html 

 

QUESTION 4

Which of the following entities would most likely be exempt from complying with the General Data Protection Regulation
(GDPR)? 

A. A South American company that regularly collects European customers\\' personal data. 

B. A company that stores all customer data in Australia and is headquartered in a European Union (EU) member state. 

C. A Chinese company that has opened a satellite office in a European Union (EU) member state to service European
customers. 

D. A North American company servicing customers in South Africa that uses a cloud storage system made by a
European company. 

Correct Answer: C 

 

QUESTION 5

How should the sharing of information within an organization be documented? 

A. With a binding contract. 

B. With a data flow diagram. 

C. With a disclosure statement. 

D. With a memorandum of agreement. 

Correct Answer: C 
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