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QUESTION 1

Which of the following occurs when an individual takes a specific observable action to indicate and confirm that they
give permission for their information to be processed?

A. Express consent.

B. Implied consent.

C. Informed notice.

D. Authorized notice.

Correct Answer: A

Express consent occurs when an individual takes a specific observable action to indicate and confirm that they give

permission for their information to be processed. https://niccs.cisa.gov/education-training/catalog/international-
association-privacy-professionals-iapp/certified-1

QUESTION 2

A credit card with the last few numbers visible is an example of what?
A. Masking data

B. Synthetic data

C. Sighting controls.

D. Partial encryption

Correct Answer: A

Reference: https://money.stackexchange.com/questions/98951/credit-card-number-masking-good-practices-rules-law-
regulations

QUESTION 3

What is the term for information provided to a social network by a member?
A. Profile data.

B. Declared data.

C. Personal choice data.

D. Identifier information.

Correct Answer: B
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QUESTION 4

An organization\\'s customers have suffered a number of data breaches through successful social engineering attacks.
One potential solution to remediate and prevent future occurrences would be to implement which of the following?

A. Differential identifiability.

B. Multi-factor authentication.

C. Greater password complexity.

D. Attribute-based access control.

Correct Answer: B

Multi-factor authentication. Social engineering attacks often involve tricking individuals into revealing their login

credentials. Implementing multi-factor authentication can help prevent unauthorized access even if an attacker obtains a
user\\'s password.

QUESTION 5

Which of the following is NOT a factor to consider in FAIR analysis?

A. The severity of the harm that might be caused by the privacy risk

B. The capability of a threat actor to exploit the analyzed privacy risk

C. The stage of the data life cycle in which the analyzed privacy risk occurs

D. The probability that a threat actor\\'s attempts to exploit a privacy risk might succeed

Correct Answer: C
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