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QUESTION 1

SCENARIO

Please use the following to answer the next question:

Jane is a U.S. citizen and a senior software engineer at California-based Jones Labs, a major software supplier to the
U.S. Department of Defense and other U.S. federal agencies. Jane\\'s manager, Patrick, is a French citizen who has
been living in California for over a decade. Patrick has recently begun to suspect that Jane is an insider secretly
transmitting trade secrets to foreign intelligence. Unbeknownst to Patrick, the FBI has already received a hint from
anonymous whistleblower, and jointly with the National Security Agency is investigating Jane\\'s possible implication in a
sophisticated foreign espionage campaign.

Ever since the pandemic, Jane has been working from home. To complete her daily tasks she uses her corporate
laptop, which after each login conspicuously provides notice that the equipment belongs to Jones Labs and may be
monitored according to the enacted privacy policy and employment handbook. Jane also has a corporate mobile phone
that she uses strictly for business, the terms of which are de ned in her employment contract and elaborated upon in her
employee handbook. Both the privacy policy and the employee handbook are revised annually by a reputable California
law rm specializing in privacy law. Jane also has a personal iPhone that she uses for private purposes only.

Jones Labs has its primary data center in San Francisco, which is managed internally by Jones Labs engineers. The
secondary data center, managed by Amazon AWS, is physically located in the UK for disaster recovery purposes.
Jones Labs\\' mobile devices backup is managed by a mid-sized mobile defense company located in Denver, which
physically stores the data in Canada to reduce costs. Jones Labs MS O ce documents are securely stored in a Microsoft
O ce 365 data center based in Ireland. Manufacturing data of Jones Labs is stored in Taiwan and managed by a local
supplier that has no presence in the U.S.

Before inspecting any GPS geolocation data from Jane\\'s corporate mobile phone, Patrick should rst do what?

A. Obtain prior consent from Jane pursuant to the Telephone Consumer Protection Act

B. Revise emerging workplace privacy best practices with a reputable advocacy organization.

C. Obtain a subpoena from law enforcement, or a court order, directing Jones Labs to collect the GPS geolocation
data.

D. Ensure that such activity is permitted under Jane\\'s employment contract or the company\\'s employee privacy
policy.

Correct Answer: C

QUESTION 2

The federal Driver\\'s Privacy Protection Act (DPPA) prohibits the release or use of what type of personal information?
A. Information obtained from rental car agencies identifying drivers license numbers.

B. Information obtained from police departments concerning a driver\\'s traffic violations or accidents.

C. Information obtained from automobile dealers regarding driver\\'s name and Social Security Number.

D. Information obtained from State motor vehicle departments in connection with a motor vehicle record.
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Correct Answer: D

QUESTION 3

What is a key way that the Gramm-Leach-Bliley Act (GLBA) prevents unauthorized access into a person\\'s back
account?

A. By requiring immediate public disclosure after a suspected security breach.

B. By requiring the amount of customer personal information printed on paper.

C. By requiring the financial institutions limit the collection of personal information.

D. By restricting the disclosure of customer account numbers by financial institutions.
Correct Answer: D

Reference: https://searchcio.techtarget.com/definition/Gramm-Leach-Bliley-Act

QUESTION 4

What is the main purpose of the Global Privacy Enforcement Network?

A. To promote universal cooperation among privacy authorities

B. To investigate allegations of privacy violations internationally

C. To protect the interests of privacy consumer groups worldwide

D. To arbitrate disputes between countries over jurisdiction for privacy laws
Correct Answer: A

Reference: https://en.wikipedia.org/wiki/Global_Privacy_Enforcement_Network

QUESTION 5

When developing a company privacy program, which of the following relationships will most help a privacy professional
develop useful guidance for the organization?

A. Relationships with individuals within the privacy professional community who are able to share expertise and leading
practices for different industries.

B. Relationships with clients, vendors, and customers whose data will be primarily collected and used throughout the
organizational program.

C. Relationships with company leaders responsible for approving, implementing, and periodically reviewing the
corporate privacy program.
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D. Relationships with individuals across company departments and at different levels in the organization\\'s hierarchy.

Correct Answer: C
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