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QUESTION 1

Sarah lives in San Francisco, California. Based on a dramatic increase in unsolicited commercial emails, Sarah believes
that a major social media platform with over 50 million users has collected a lot of personal information about her. The
company that runs the platform is based in New York and France. 

Why is Sarah entitled to ask the social media platform to delete the personal information they have collected about her? 

A. Any company with a presence in Europe must comply with the General Data Protection Regulation globally, including
in response to data subject deletion requests. 

B. Under Section 5 of the FTC Act, the Federal Trade Commission has held that refusing to delete an individual\\'s
personal information upon request constitutes an unfair practice. 

C. The California Consumer Privacy Act entitles Sarah to request deletion of her personal information. 

D. The New York "Stop Hacks and Improve Electronic Data Security" (SHIELD) Act requires that businesses under New
York\\'s jurisdiction must delete customers\\' personal information upon request. 

Correct Answer: C 

Reference: https://www.varonis.com/blog/ccpa-vs-gdpr/ 

 

QUESTION 2

What is a key way that the Gramm-Leach-Bliley Act (GLBA) prevents unauthorized access into a person\\'s back
account? 

A. By requiring immediate public disclosure after a suspected security breach. 

B. By requiring the amount of customer personal information printed on paper. 

C. By requiring the financial institutions limit the collection of personal information. 

D. By restricting the disclosure of customer account numbers by financial institutions. 

Correct Answer: D 

Reference: https://searchcio.techtarget.com/definition/Gramm-Leach-Bliley-Act 

 

QUESTION 3

Which of the following types of information would an organization generally NOT be required to disclose to law
enforcement? 

A. Information about medication errors under the Food, Drug and Cosmetic Act 

B. Money laundering information under the Bank Secrecy Act of 1970 

C. Information about workplace injuries under OSHA requirements 
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D. Personal health information under the HIPAA Privacy Rule 

Correct Answer: D 

 

QUESTION 4

SCENARIO 

Please use the following to answer the next question: 

Miraculous Healthcare is a large medical practice with multiple locations in California and Nevada. Miraculous normally
treats patients in person, but has recently decided to start offering telehealth appointments, where patients can have 

virtual appointments with on-site doctors via a phone app. 

For this new initiative, Miraculous is considering a product built by MedApps, a company that makes quality telehealth
apps for healthcare practices and licenses them to be used with the practices’ branding. MedApps provides technical 

support for the app, which it hosts in the cloud. MedApps also offers an optional benchmarking service for providers who
wish to compare their practice to others using the service. 

Riya is the Privacy Officer at Miraculous, responsible for the practice\\'s compliance with HIPAA and other applicable
laws, and she works with the Miraculous procurement team to get vendor agreements in place. She occasionally
assists 

procurement in vetting vendors and inquiring about their own compliance practices, as well as negotiating the terms of
vendor agreements. Riya is currently reviewing the suitability of the MedApps app from a privacy perspective. 

Riya has also been asked by the Miraculous Healthcare business operations team to review the MedApps’ optional
benchmarking service. Of particular concern is the requirement that Miraculous Healthcare upload information about
the 

appointments to a portal hosted by MedApps. 

What HIPAA compliance issue would Miraculous have to consider before using the telehealth app? 

A. HIPAA does not permit healthcare providers to use cloud hosting services. 

B. HIPAA does not permit in-person appointment data to be hosted in the cloud. 

C. HIPAA would require Miraculous and MedApps to enter into a Business Associate Agreement. 

D. HIPAA would require Miraculous to obtain patient consent before in-person appointment data can be shared with
third parties. 

Correct Answer: D 

Reference: https://www.hhs.gov/hipaa/for-professionals/faq/264/what-is-the-difference-between-consent-and-
authorization/index.html 

 

QUESTION 5

SCENARIO 
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Please use the following to answer the next question: 

You are the privacy manager at a privately-owned U.S. company that produces an increasingly popular tness app called
GetFit. After users create an account with their contact information, the app uses a smartphone and a system of
connected smartwatch sensors to track users when they exercise. It collects information on location when users walk or
run outdoors, as well as general health information (such as heart rate) during all exercise sessions. The app also
collects credit card information for payment of the monthly subscription fee. 

One Friday, the company\\'s security team contacts you about the discovery of malware on their media server. The
team assures you that there was no user data on this server and that, in any case, they found the malware before any
damage could be done. 

However, on Monday morning the security team contacts you again, this time with the information that they have
discovered the same malware on the company\\'s payments server. They suspect it likely that users\\' credit card
information was taken by the attacker. By Monday evening, the situation has gotten dramatically worse, as the security
team has also discovered this malware on the company\\'s database server, an in ltration that gives the attacker access
to users\\' pro le, health and location information. 

After coordinating with the security team, you are asked to meet with senior management and advise them on the
company\\'s obligations in connection with the incident. The Chief Financial O cer asks, "If we decide to notify all our
users of this incident, are we obligated to provide any of them with a free credit monitoring offer?" The General Counsel
wants to know if providing this notice and offer will help the company avoid liability. 

Who, if anyone, would the company have to notify immediately following the security team\\'s rst call to the privacy
manager on Friday? 

A. It would have to notify each state\\'s attorney general\\'s o ce since the app is marketed to consumers. 

B. It would not have to notify anyone since malware intrusions do not trigger breach noti cation laws. 

C. It would have to notify the Federal Trade Commission (FTC) since there was an incident involving a mobile app. 

D. It would not have to notify anyone since there was no unauthorized access of user data that would be considered
personal information under applicable state laws. 

Correct Answer: B 
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