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QUESTION 1

Under Article 30 of the GDPR, controllers are required to keep records of all of the following EXCEPT? 

A. Incidents of personal data breaches, whether disclosed or not. 

B. Data inventory or data mapping exercises that have been conducted. 

C. Categories of recipients to whom the personal data have been disclosed. 

D. Retention periods for erasure and deletion of categories of personal data. 

Correct Answer: A 

Reference: https://medium.com/golden-data/what-records-must-controllers-and-processors-keep-to-comply-with-eu-
data-protection-law-3e8bac177695 

 

QUESTION 2

Under which of the following conditions does the General Data Protection Regulation NOT apply to the processing of
personal data? 

A. When the personal data is processed only in non-electronic form 

B. When the personal data is collected and then pseudonymised by the controller 

C. When the personal data is held by the controller but not processed for further purposes 

D. When the personal data is processed by an individual only for their household activities 

Correct Answer: D 

 

 

QUESTION 3

SCENARIO Please use the following to answer the next question: 

Gentle Hedgehog Inc. is a privately owned website design agency incorporated in Italy. The company has numerous
remote workers in different EU countries. Recently, the management of Gentle Hedgehog noticed a decrease in
productivity 

of their sales team, especially among remote workers. As a result, the company plans to implement a robust but privacy-
friendly remote surveillance system to prevent absenteeism, reward top performers, and ensure the best quality of 

customer service when sales people are interacting with customers. 

Gentle Hedgehog eventually hires Sauron Eye Inc., a Chinese vendor of employee surveillance software whose
European headquarters is in Germany. Sauron Eye s software provides powerful remote-monitoring capabilities,
including 24/7 
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access to computer cameras and microphones, screen captures, emails, website history, and keystrokes. Any device
can be remotely monitored from a central server that is securely installed at Gentle Hedgehog headquarters. The 

monitoring is invisible by default; however, a so-called Transparent Mode, which regularly and conspicuously notifies all
users about the monitoring and its precise scope, also exists. Additionally, the monitored employees are required to use 

a built-in verification technology involving facial recognition each time they log in. 

All monitoring data, including the facial recognition data, is securely stored in Microsoft Azure cloud servers operated by
Sauron Eye, which are physically located in France. 

After fixing the privacy problems, how long may Gentle Hedgehog store the monitoring data, assuming that no valid data
erasure request is received? 

A. As long as required by the company\\'s legitimate interests. 

B. As long as a concerned employee does not request erasure of the data. 

C. As long as provided by the EDPB guidelines for remote employee monitoring. 

D. As long as stated in the privacy policy that all employees must follow when processing personal data. 

Correct Answer: D 

 

QUESTION 4

SCENARIO 

Please use the following to answer the next question: 

CreditPlaya, SA is an established Spanish online insurance company whose exclusive activity is providing health
insurance for legal residents of Spain, regardless of their nationality. 

CreditPlaya autonomously manages its own website, through which a potential customer, engaging in a free pre-
contractual activity, enters his or her full name, e-mail address, tax identification number (to verify residence in Spain),
age, 

profession, and the full names of any other adult members of his or her family. 

With this data, CreditPlaya immediately sends an email granting or denying eligibility for a health insurance policy. In the
case of eligibility, the email also contains the eventual cost of the policy and two PDF documents – one with the
contractual Terms and Conditions, and the other with the privacy notice as required by Article 13 of the GDPR. The
CreditPlaya Information Tracking System (ITS) is very efficient, with a low rate of unpaid insurance policies. The ITS is
automatically fed by the information provided by every applicant, whose data is then used to refine insurance policy 

rates. 

To ensure their back-up procedures, in January 2021 CreditPlaya started sending weekly copies of the whole database
with all the applicants\\' personal data to an independent company in Uruguay. The information was sent through state-
ofthe-art encrypting tools, but once in Uruguay was stored without any encryption method. In March 2022, the entire
data base stored on the Uruguay\\'s company servers was encrypted by malicious ransomware. There was no evidence
that the data was accessed by unauthorized persons, much less altered or exfiltrated. Despite 

the incident, CreditPlaya found that they could rely on the locally based Spanish back-up information and carry on its
activity without interrupting its operations. The incident caused the termination of the professional relationship between
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the two companies. 

The disclosure of personal data to the independent company in Uruguay should be regulated by which of the following? 

A. Binding Corporate Rules. 

B. A controller/processor agreement. 

C. An ad hoc authorization from the EU Commission. 

D. An ad hoc authorization from the Spanish Data Protection Authority. 

Correct Answer: B  

 

QUESTION 5

SCENARIO 

Please use the following to answer the next question: 

T-Craze, a German-headquartered specialty t-shirt company, was successfully selling to large German metropolitan
cities. However, after a recent merger with another German-based company that was selling to a broader European
market, T-Craze revamped its marketing efforts to sell to a wider audience. These efforts included a complete redesign
of its logo to reflect the recent merger, and improvements to its website meant to capture more information about visitors
through the use of cookies. 

T-Craze also opened various office locations throughout Europe to help expand its business. While Germany continued
to host T-Craze\\'s headquarters and main product-design office, its French affiliate became responsible for all
marketing and sales activities. The French affiliate recently procured the services of Right Target, a renowned marketing
firm based in the Philippines, to run its latest marketing campaign. After thorough research, Right Target determined
that T-Craze is most successful with customers between the ages of 18 and 22. Thus, its first campaign targeted
university students in several European capitals, which yielded nearly 40% new customers for T-Craze in one quarter.
Right Target also ran subsequent campaigns for T-Craze, though with much less success. 

The last two campaigns included a wider demographic group and resulted in countless unsubscribe requests, including
a large number in Spain. In fact, the Spanish data protection authority received a complaint from Sofia, a mid-career
investment banker. Sofia was upset after receiving a marketing communication even after unsubscribing from such
communications from the Right Target on behalf of T-Craze. 

Which of the following is T-Craze\\'s lead supervisory authority? 

A. Germany, because that is where T-Craze is headquartered. 

B. France, because that is where T-Craze conducts processing of personal information. 

C. Spain, because that is T-Craze\\'s primary market based on its marketing campaigns. 

D. T-Craze may choose its lead supervisory authority where any of its affiliates are based, because it has presence in
several European countries. 

Correct Answer: B 
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