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QUESTION 1

What is one obligation that the General Data Protection Regulation (GDPR) imposes on data processors? 

A. To honor all data access requests from data subjects. 

B. To inform data subjects about the identity and contact details of the controller. 

C. To implement appropriate technical and organizational measures that ensure an appropriate level of security. 

D. To carry out data protection impact assessments in cases where processing is likely to result in high risk to the rights
and freedoms of individuals. 

Correct Answer: D 

Reference: https://www.whitecase.com/publications/article/chapter-12-impact- assessments-dpos-and-codes- conduct-
unlocking-eu-general-data 

 

QUESTION 2

What is the key factor that lays the foundation for all other elements of a privacy program? 

A. The applicable privacy regulations 

B. The structure of a privacy team 

C. A privacy mission statement 

D. A responsible internal stakeholder 

Correct Answer: A 

 

QUESTION 3

Which is the best way to view an organization\\'s privacy framework? 

A. As an industry benchmark that can apply to many organizations 

B. As a fixed structure that directs changes in the organization 

C. As an aspirational goal that improves the organization 

D. As a living structure that aligns to changes in the organization 

Correct Answer: B 

 

QUESTION 4

SCENARIO 
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Please use the following to answer the next QUESTION: 

Perhaps Jack Kelly should have stayed in the U.S. He enjoys a formidable reputation inside the company, Special
Handling Shipping, for his work in reforming certain "rogue" offices. Last year, news broke that a police sting operation
had revealed a drug ring operating in the Providence, Rhode Island office in the United States. Video from the office\\'s
video surveillance cameras leaked to news operations showed a drug exchange between Special Handling staff and
undercover officers. 

In the wake of this incident, Kelly had been sent to Providence to change the "hands off" culture that upper management
believed had let the criminal elements conduct their illicit transactions. After a few weeks under Kelly\\'s direction, the
office became a model of efficiency and customer service. Kelly monitored his workers\\' activities using the same
cameras that had recorded the illegal conduct of their former co-workers. 

Now Kelly has been charged with turning around the office in Cork, Ireland, another trouble spot. The company has
received numerous reports of the staff leaving the office unattended. When Kelly arrived, he found that even when
present, the staff often spent their days socializing or conducting personal business on their mobile phones. Again, he
observed their behaviors using surveillance cameras. He issued written reprimands to six staff members based on the
first day of video alone. 

Much to Kelly\\'s surprise and chagrin, he and the company are now under investigation by the Data Protection
Commissioner of Ireland for allegedly violating the privacy rights of employees. Kelly was told that the company\\'s
license for the cameras listed facility security as their main use, but he does not know why this matters. He has pointed
out to his superiors that the company\\'s training programs on privacy protection and data collection mention nothing
about surveillance video. 

You are a privacy protection consultant, hired by the company to assess this incident, report on the legal and
compliance issues, and recommend next steps. What does this example best illustrate about training requirements for
privacy protection? 

A. Training needs must be weighed against financial costs. 

B. Training on local laws must be implemented for all personnel. 

C. Training must be repeated frequently to respond to new legislation. 

D. Training must include assessments to verify that the material is mastered. 

Correct Answer: B 

 

QUESTION 5

SCENARIO 

Please use the following to answer the next QUESTION. 

Manasa is a product manager at Omnipresent Omnimedia, where she is responsible for leading the development of the
company\\'s flagship product, the Handy Helper. The Handy Helper is an application that can be used in the home to
manage family calendars, do online shopping, and schedule doctor appointments. 

After having had a successful launch in the United States, the Handy Helper is about to be made available for purchase
worldwide. 

The packaging and user guide for the Handy Helper indicate that it is a "privacy friendly" product suitable for the whole
family, including children, but does not provide any further detail or privacy notice. In order to use the application, a
family creates a single account, and the primary user has access to all information about the other users. Upon start up,
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the primary user must check a box consenting to receive marketing emails from Omnipresent Omnimedia and selected
marketing partners in order to be able to use the application. 

Sanjay, the head of privacy at Omnipresent Omnimedia, was working on an agreement with a European distributor of
Handy Helper when he fielded many Questions about the product from the distributor. Sanjay needed to look more
closely at the product in order to be able to answer the Questions as he was not involved in the product development
process. 

In speaking with the product team, he learned that the Handy Helper collected and stored all of a user\\'s sensitive
medical information for the medical appointment scheduler. In fact, all of the user\\'s information is stored by Handy
Helper for the additional purpose of creating additional products and to analyze usage of the product. This data is all
stored in the cloud and is encrypted both during transmission and at rest. 

Consistent with the CEO\\'s philosophy that great new product ideas can come from anyone, all Omnipresent
Omnimedia employees have access to user data under a program called "Eureka." Omnipresent Omnimedia is hoping
that at some point in the future, the data will reveal insights that could be used to create a fully automated application
that runs on artificial intelligence, but as of yet, Eureka is not well-defined and is considered a long-term goal. 

What security controls are missing from the Eureka program? 

A. Storage of medical data in the cloud is not permissible under the General Data Protection Regulation (GDPR) 

B. Data access is not limited to those who "need to know" for their role 

C. Collection of data without a defined purpose might violate the fairness principle 

D. Encryption of the data at rest prevents European users from having the right of access and the right of portability of
their data 

Correct Answer: B 
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