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QUESTION 1

SCENARIO 

Please use the following to answer the next QUESTION: 

It\\'s just what you were afraid of. Without consulting you, the information technology director at your organization
launched a new initiative to encourage employees to use personal devices for conducting business. The initiative made
purchasing a new, high-specification laptop computer an attractive option, with discounted laptops paid for as a payroll
deduction spread over a year of paychecks. The organization is also paying the sales taxes. It\\'s a great deal, and after
a month, more than half the organization\\'s employees have signed on and acquired new laptops. Walking through the
facility, you see them happily customizing and comparing notes on their new computers, and at the end of the day, most
take their laptops with them, potentially carrying personal data to their homes or other unknown locations. It\\'s enough
to give you data- protection nightmares, and you\\'ve pointed out to the information technology Director and many others
in the organization the potential hazards of this new practice, including the inevitability of eventual data loss or theft. 

Today you have in your office a representative of the organization\\'s marketing department who shares with you,
reluctantly, a story with potentially serious consequences. The night before, straight from work, with laptop in hand, he
went to the Bull and Horn Pub to play billiards with his friends. A fine night of sport and socializing began, with the laptop
"safely" tucked on a bench, beneath his jacket. Later that night, when it was time to depart, he retrieved the jacket, but
the laptop was gone. It was not beneath the bench or on another bench nearby. The waitstaff had not seen it. His
friends were not playing a joke on him. After a sleepless night, he confirmed it this morning, stopping by the pub to talk
to the cleanup crew. They had not found it. The laptop was missing. Stolen, it seems. He looks at you, embarrassed and
upset. 

You ask him if the laptop contains any personal data from clients, and, sadly, he nods his head, yes. He believes it
contains files on about 100 clients, including names, addresses and governmental identification numbers. He sighs and
places his head in his hands in despair. 

From a business standpoint, what is the most productive way to view employee use of personal equipment for work-
related tasks? 

A. The use of personal equipment is a cost-effective measure that leads to no greater security risks than are always
present in a modern organization. 

B. Any computer or other equipment is company property whenever it is used for company business. 

C. While the company may not own the equipment, it is required to protect the business- related data on any equipment
used by its employees. 

D. The use of personal equipment must be reduced as it leads to inevitable security risks. 

Correct Answer: C 

 

QUESTION 2

If an organization maintains a separate ethics office, to whom would its officer typically report to in order to retain the
greatest degree of independence? 

A. The Board of Directors. 

B. The Chief Financial Officer. 
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C. The Human Resources Director. 

D. The organization\\'s General Counsel. 

Correct Answer: A 

Reference: https://hbr.org/1994/03/managing-for-organizational-integrity 

 

QUESTION 3

SCENARIO Please use the following to answer the next QUESTION: Your organization, the Chicago (U.S.)-based
Society for Urban Greenspace, has used the same vendor to operate all aspects of an online store for several years. As
a small nonprofit, the Society cannot afford the higher-priced options, but 

you have been relatively satisfied with this budget vendor, Shopping Cart Saver (SCS). Yes, there have been some
issues. Twice, people who purchased items from the store have had their credit card information used fraudulently 

subsequent to transactions on your site, but in neither case did the investigation reveal with certainty that the Society\\'s
store had been hacked. The thefts could have been employee-related. 

Just as disconcerting was an incident where the organization discovered that SCS had sold information it had collected
from customers to third parties. However, as Jason Roland, your SCS account representative, points 

out, it took only a phone call from you to clarify expectations and the "misunderstanding" has not occurred again. 

As an information-technology program manager with the Society, the role of the privacy professional is only one of many
you play. In all matters, however, you must consider the financial bottom line. While these problems with privacy 

protection have been significant, the additional revenues of sales of items such as shirts and coffee cups from the store
have been significant. The Society\\'s operating budget is slim, and all sources of revenue are essential. 

Now a new challenge has arisen. Jason called to say that starting in two weeks, the customer data from the store would
now be stored on a data cloud. "The good news," he says, "is that we have found a low-cost provider in Finland, where
the data would also be held. So, while there may be a small charge to pass through to you, it won\\'t be exorbitant,
especially considering the advantages of a cloud." Lately, you have been hearing about cloud computing and you know
it\\'s fast becoming the new paradigm for various applications. However, you have heard mixed reviews about the
potential impacts on privacy protection. You begin to research and discover that a number of the leading cloud service
providers have signed a letter of intent to work together on shared conventions and technologies for privacy protection.
You make a note to find out if Jason\\'s Finnish provider is signing on. 

What is the best way for your vendor to be clear about the Society\\'s breach notification expectations? 

A. Include notification provisions in the vendor contract 

B. Arrange regular telephone check-ins reviewing expectations 

C. Send a memorandum of understanding on breach notification 

D. Email the regulations that require breach notifications 

Correct Answer: A 

 

QUESTION 4

CIPM PDF Dumps | CIPM Study Guide | CIPM Exam Questions                                3 / 6

https://www.pass4itsure.com/cipm.html
https://www.pass4itsure.com/cipm.html
https://www.pass4itsure.com/cipm.html


https://www.pass4itsure.com/cipm.html
2023 Latest pass4itsure CIPM PDF and VCE dumps Download

SCENARIO 

Please use the following to answer the next QUESTION: 

For 15 years, Albert has worked at Treasure Box ?a mail order company in the United States (U.S.) that used to sell
decorative candles around the world, but has recently decided to limit its shipments to customers in the 48 contiguous
states. Despite his years of experience, Albert is often overlooked for managerial positions. His frustration about not
being promoted, coupled with his recent interest in issues of privacy protection, have motivated Albert to be an agent of
positive change. 

He will soon interview for a newly advertised position, and during the interview, Albert plans on making executives
aware of lapses in the company\\'s privacy program. He feels certain he will be rewarded with a promotion for
preventing negative consequences resulting from the company\\'s outdated policies and procedures. 

For example, Albert has learned about the AICPA (American Institute of Certified Public Accountans)/CICA (Canadian
Institute of Chartered Accountants) Privacy Maturity Model (PMM). Albert thinks the model is a useful way to measure
Treasure Box\\'s ability to protect personal data. Albert has noticed that Treasure Box fails to meet the requirements of
the highest level of maturity of this model; at his interview, Albert will pledge to assist the company with meeting this
level in order to provide customers with the most rigorous security available. 

Albert does want to show a positive outlook during his interview. He intends to praise the company\\'s commitment to
the security of customer and employee personal data against external threats. However, Albert worries about the high
turnover rate within the company, particularly in the area of direct phone marketing. He sees many unfamiliar faces
every day who are hired to do the marketing, and he often hears complaints in the lunch room regarding long hours and
low pay, as well as what seems to be flagrant disregard for company procedures. 

In addition, Treasure Box has had two recent security incidents. The company has responded to the incidents with
internal audits and updates to security safeguards. However, profits still seem to be affected and anecdotal evidence
indicates that many people still harbor mistrust. Albert wants to help the company recover. He knows there is at least
one incident the public in unaware of, although Albert does not know the details. He believes the company\\'s insistence
on keeping the incident a secret could be a further detriment to its reputation. One further way that Albert wants to help
Treasure Box regain its stature is by creating a toll-free number for customers, as well as a more efficient procedure for
responding to customer concerns by postal mail. 

In addition to his suggestions for improvement, Albert believes that his knowledge of the company\\'s recent business
maneuvers will also impress the interviewers. For example, Albert is aware of the company\\'s intention to acquire a
medical supply company in the coming weeks. 

With his forward thinking, Albert hopes to convince the managers who will be interviewing him that he is right for the
job. 

On which of the following topics does Albert most likely need additional knowledge? 

A. The role of privacy in retail companies 

B. The necessary maturity level of privacy programs 

C. The possibility of delegating responsibilities related to privacy 

D. The requirements for a managerial position with privacy protection duties 

Correct Answer: C 

 

QUESTION 5
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As a Data Protection Officer, one of your roles entails monitoring changes in laws and regulations and updating policies
accordingly. 

How would you most effectively execute this responsibility? 

A. Consult an external lawyer. 

B. Regularly engage regulators. 

C. Attend workshops and interact with other professionals. 

D. Subscribe to email list-serves that report on regulatory changes. 

Correct Answer: D 
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