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QUESTION 1

SCENARIO 

Please use the following to answer the next QUESTION: 

Richard McAdams recently graduated law school and decided to return to the small town of Lexington, Virginia to help
run his aging grandfather\\'s law practice. The elder McAdams desired a limited, lighter role in the practice, with the
hope that his grandson would eventually take over when he fully retires. In addition to hiring Richard, Mr. McAdams
employs two paralegals, an administrative assistant, and a part-time IT specialist who handles all of their basic
networking needs. He plans to hire more employees once Richard gets settled and assesses the office\\'s strategies for
growth. 

Immediately upon arrival, Richard was amazed at the amount of work that needed to done in order to modernize the
office, mostly in regard to the handling of clients\\' personal data. His first goal is to digitize all the records kept in file
cabinets, as many of the documents contain personally identifiable financial and medical data. Also, Richard has noticed
the massive amount of copying by the administrative assistant throughout the day, a practice that not only adds daily to
the number of files in the file cabinets, but may create security issues unless a formal policy is firmly in place Richard is
also concerned with the overuse of the communal copier/ printer located in plain view of clients who frequent the
building. Yet another area of concern is the use of the same fax machine by all of the employees. Richard hopes to
reduce its use dramatically in order to ensure that personal data receives the utmost security and protection, and
eventually move toward a strict Internet faxing policy by the year\\'s end. 

Richard expressed his concerns to his grandfather, who agreed, that updating data storage, data security, and an
overall approach to increasing the protection of personal data in all facets is necessary Mr. McAdams granted him the
freedom and authority to do so. Now Richard is not only beginning a career as an attorney, but also functioning as the
privacy officer of the small firm. Richard plans to meet with the IT employee the following day, to get insight into how the
office computer system is currently set-up and managed. As Richard begins to research more about Data Lifecycle
Management (DLM), he discovers that the law office can lower the risk of a data breach by doing what? 

A. Prioritizing the data by order of importance. 

B. Minimizing the time it takes to retrieve the sensitive data. 

C. Reducing the volume and the type of data that is stored in its system. 

D. Increasing the number of experienced staff to code and categorize the incoming data. 

Correct Answer: C 

 

QUESTION 2

SCENARIO 

Please use the following to answer the next QUESTION: 

You lead the privacy office for a company that handles information from individuals living in several countries throughout
Europe and the Americas. You begin that morning\\'s privacy review when a contracts officer sends you a message
asking for a phone call. The message lacks clarity and detail, but you presume that data was lost. When you contact the
contracts officer, he tells you that he received a letter in the mail from a vendor stating that the vendor improperly shared
information about your customers. He called the vendor and confirmed that your company recently surveyed exactly
2000 individuals about their most recent healthcare experience and sent those surveys to the vendor to transcribe it into
a database, but the vendor forgot to encrypt the database as promised in the contract. As a result, the vendor has lost
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control of the data. 

The vendor is extremely apologetic and offers to take responsibility for sending out the notifications. They tell you they
set aside 2000 stamped postcards because that should reduce the time it takes to get the notice in the mail. One side is
limited to their logo, but the other side is blank and they will accept whatever you want to write. You put their offer on
hold and begin to develop the text around the space constraints. You are content to let the vendor\\'s logo be associated
with the notification. 

The notification explains that your company recently hired a vendor to store information about their most recent
experience at St. Sebastian Hospital\\'s Clinic for Infectious Diseases. The vendor did not encrypt the information and
no longer has control of it. All 2000 affected individuals are invited to sign-up for email notifications about their
information. They simply need to go to your company\\'s website and watch a quick advertisement, then provide their
name, email address, and month and year of birth. 

You email the incident-response council for their buy-in before 9 a.m. If anything goes wrong in this situation, you want
to diffuse the blame across your colleagues. Over the next eight hours, everyone emails their comments back and forth.
The consultant who leads the incident-response team notes that it is his first day with the company, but he has been in
other industries for 45 years and will do his best. One of the three lawyers on the council causes the conversation to
veer off course, but it eventually gets back on track. At the end of the day, they vote to proceed with the notification you
wrote and use the vendor\\'s postcards. 

Shortly after the vendor mails the postcards, you learn the data was on a server that was stolen, and make the decision
to have your company offer credit monitoring services. A quick internet search finds a credit monitoring company with a
convincing name: Credit Under Lock and Key (CRUDLOK). Your sales rep has never handled a contract for 2000
people, but develops a proposal in about a day which says CRUDLOK will: 

1.Send an enrollment invitation to everyone the day after the contract is signed. 

2.Enroll someone with just their first name and the last-4 of their national identifier. 

3.Monitor each enrollee\\'s credit for two years from the date of enrollment. 

4.Send a monthly email with their credit rating and offers for credit-related services at market rates. 5.Charge your
company 20% of the cost of any credit restoration. 

You execute the contract and the enrollment invitations are emailed to the 2000 individuals. Three days later you sit
down and document all that went well and all that could have gone better. You put it in a file to reference the next time
an incident occurs. 

Regarding the notification, which of the following would be the greatest concern? 

A. Informing the affected individuals that data from other individuals may have also been affected. 

B. Collecting more personally identifiable information than necessary to provide updates to the affected individuals. 

C. Using a postcard with the logo of the vendor who make the mistake instead of your company\\'s logo. 

D. Trusting a vendor to send out a notice when they already failed once by not encrypting the database. 

Correct Answer: D 

 

QUESTION 3

If your organization has a recurring issue with colleagues not reporting personal data breaches, all of the following are
advisable to do EXCEPT? 
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A. Review reporting activity on breaches to understand when incidents are being reported and when they are not to
improve communication and training. 

B. Improve communication to reinforce to everyone that breaches must be reported and how they should be reported. 

C. Provide role-specific training to areas where breaches are happening so they are more aware. 

D. Distribute a phishing exercise to all employees to test their ability to recognize a threat attempt. 

Correct Answer: D 

Explanation: Distributing a phishing exercise is not advisable when attempting to address the issue of colleagues not
reporting personal data breaches. Instead, the recommended steps are to review reporting activity on breaches,
improve 

communication, and provide role-specific training to areas where breaches are happening. These steps will help to
ensure that everyone is aware of their responsibilities and that they understand how to report a breach should one
occur. 

References: https://www.itgovernance.co.uk/blog/5-reasons-why-employees-dont-report- data-breaches/ 

https://www.ncsc.gov.uk/guidance/report-cyber-incident https://www.ncsc.gov.uk/ guidance/phishing-staff-awareness 

 

QUESTION 4

SCENARIO 

Please use the following to answer the next QUESTION: 

As the Director of data protection for Consolidated Records Corporation, you are justifiably pleased with your
accomplishments so far. Your hiring was precipitated by warnings from regulatory agencies following a series of
relatively minor data breaches that could easily have been worse. However, you have not had a reportable incident for
the three years that you have been with the company. In fact, you consider your program a model that others in the data
storage industry may note in their own program development. You started the program at Consolidated from a jumbled
mix of policies and procedures and worked toward coherence across departments and throughout operations. You were
aided along the way by the program\\'s sponsor, the vice president of operations, as well as by a Privacy Team that
started from a clear understanding of the need for change. 

Initially, your work was greeted with little confidence or enthusiasm by the company\\'s "old guard" among both the
executive team and frontline personnel working with data and interfacing with clients. Through the use of metrics that
showed the costs not only of the breaches that had occurred, but also projections of the costs that easily could occur
given the current state of operations, you soon had the leaders and key decision-makers largely on your side. Many of
the other employees were more resistant, but face-to-face meetings with each department and the development of a
baseline privacy training program achieved sufficient "buy-in" to begin putting the proper procedures into place. 

Now, privacy protection is an accepted component of all current operations involving personal or protected data and
must be part of the end product of any process of technological development. While your approach is not systematic, it
is fairly effective. 

You are left contemplating: 

What must be done to maintain the program and develop it beyond just a data breach prevention program? How can
you build on your success? 

What are the next action steps? 
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What analytic can be used to track the financial viability of the program as it develops? 

A. Cost basis. 

B. Gap analysis. 

C. Return to investment. 

D. Breach impact modeling. 

Correct Answer: C 

 

QUESTION 5

SCENARIO 

Please use the following to answer the next QUESTION: 

Manasa is a product manager at Omnipresent Omnimedia, where she is responsible for leading the development of the
company\\'s flagship product, the Handy Helper. The Handy Helper is an application that can be used in the home to 

manage family calendars, do online shopping, and schedule doctor appointments. After having had a successful launch
in the United States, the Handy Helper is about to be made available for purchase worldwide. 

The packaging and user guide for the Handy Helper indicate that it is a "privacy friendly" product suitable for the whole
family, including children, but does not provide any further detail or privacy notice. In order to use the application, a
family 

creates a single account, and the primary user has access to all information about the other users. Upon start up, the
primary user must check a box consenting to receive marketing emails from Omnipresent Omnimedia and selected 

marketing partners in order to be able to use the application. 

Sanjay, the head of privacy at Omnipresent Omnimedia, was working on an agreement with a European distributor of
Handy Helper when he fielded many Questions about the product from the distributor. Sanjay needed to look more
closely 

at the product in order to be able to answer the Questions as he was not involved in the product development process. 

In speaking with the product team, he learned that the Handy Helper collected and stored all of a user\\'s sensitive
medical information for the medical appointment scheduler. In fact, all of the user\\'s information is stored by Handy
Helper for the 

additional purpose of creating additional products and to analyze usage of the product. This data is all stored in the
cloud and is encrypted both during transmission and at rest. 

Consistent with the CEO\\'s philosophy that great new product ideas can come from anyone, all Omnipresent
Omnimedia employees have access to user data under a program called Eureka. Omnipresent Omnimedia is hoping
that at some 

point in the future, the data will reveal insights that could be used to create a fully automated application that runs on
artificial intelligence, but as of yet, Eureka is not well-defined and is considered a long-term goal. 

What administrative safeguards should be implemented to protect the collected data while in use by Manasa and her
product management team? 
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A. Document the data flows for the collected data. 

B. Conduct a Privacy Impact Assessment (PIA) to evaluate the risks involved. 

C. Implement a policy restricting data access on a "need to know" basis. 

D. Limit data transfers to the US by keeping data collected in Europe within a local data center. 

Correct Answer: A 
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