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QUESTION 1

A security analyst is required to collect detailed network traffic on a virtual machine. Which of the following tools could
the analyst use? 

A. nbtstat 

B. WinDump 

C. fport 

D. netstat 

Correct Answer: D 

 

QUESTION 2

Which of the following describes United States federal government cybersecurity policies and guidelines? 

A. NIST 

B. ANSI 

C. NERC 

D. GDPR 

Correct Answer: A 

Reference: https://www.gsa.gov/technology/government-it-initiatives/cybersecurity/cybersecurity-programs-policy 

 

QUESTION 3

Which of the following would MOST likely make a Windows workstation on a corporate network vulnerable to remote
exploitation? 

A. Disabling Windows Updates 

B. Disabling Windows Firewall 

C. Enabling Remote Registry 

D. Enabling Remote Desktop 

Correct Answer: D 

 

QUESTION 4

An unauthorized network scan may be detected by parsing network sniffer data for: 
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A. IP traffic from a single IP address to multiple IP addresses. 

B. IP traffic from a single IP address to a single IP address. 

C. IP traffic from multiple IP addresses to a single IP address. 

D. IP traffic from multiple IP addresses to other networks. 

Correct Answer: C 

 

QUESTION 5

Which of the following is the FIRST step taken to maintain the chain of custody in a forensic investigation? 

A. Security and evaluating the electronic crime scene. 

B. Transporting the evidence to the forensics lab 

C. Packaging the electronic device 

D. Conducting preliminary interviews 

Correct Answer: C 
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