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QUESTION 1

During the forensic analysis of a compromised computer image, the investigator found that critical files are missing,
caches have been cleared, and the history and event log files are empty. According to this scenario, which of the
following techniques is the suspect using? 

A. System hardening techniques 

B. System optimization techniques 

C. Defragmentation techniques 

D. Anti-forensic techniques 

Correct Answer: D 

 

QUESTION 2

The incident response team has completed root cause analysis for an incident. Which of the following actions should be
taken in the next phase of the incident response process? (Choose two.) 

A. Providing a briefing to management 

B. Updating policies and procedures 

C. Training staff for future incidents 

D. Investigating responsible staff 

E. Drafting a recovery plan for the incident 

Correct Answer: BE 

 

QUESTION 3

Various logs are collected for a data leakage case to make a forensic analysis. Which of the following are MOST
important for log integrity? (Choose two.) 

A. Hash value 

B. Time stamp 

C. Log type 

D. Modified date/time 

E. Log path 

Correct Answer: AB 
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QUESTION 4

According to Payment Card Industry Data Security Standard (PCI DSS) compliance requirements, an organization must
retain logs for what length of time? 

A. 3 months 

B. 6 months 

C. 1 year 

D. 5 years 

Correct Answer: C 

Reference: https://www.pcisecuritystandards.org/documents/Prioritized-Approach-for-PCI_DSS-v3_2.pdf 

 

QUESTION 5

A user receives an email about an unfamiliar bank transaction, which includes a link. When clicked, the link redirects the
user to a web page that looks exactly like their bank\\'s website and asks them to log in with their username and
password. Which type of attack is this? 

A. Whaling 

B. Smishing 

C. Vishing 

D. Phishing 

Correct Answer: D 

Reference: https://www.phishing.org/what-is-phishing 
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