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QUESTION 1

In an attempt to secure his wireless network, Bob turns off broadcasting of the SSID. He concludes that since his
access points require the client computer to have the proper SSID, it would prevent others from connecting to the
wireless 

network. Unfortunately unauthorized users are still able to connect to the wireless network. 

Why do you think this is possible? 

A. Bob forgot to turn off DHCP. 

B. All access points are shipped with a default SSID. 

C. The SSID is still sent inside both client and AP packets. 

D. Bob\\'s solution only works in ad-hoc mode. 

Correct Answer: B 

 

QUESTION 2

This type of Port Scanning technique splits TCP header into several packets so that the packet filters are not able to
detect what the packets intends to do. 

A. UDP Scanning 

B. IP Fragment Scanning 

C. Inverse TCP flag scanning 

D. ACK flag scanning 

Correct Answer: B 

 

QUESTION 3

What happens when one experiences a ping of death? 

A. This is when an IP datagram is received with the "protocol" field in the IP header set to 1 (ICMP) and the "type" field
in the ICMP header is set to 18 (Address Mask Reply). 

B. This is when an IP datagram is received with the "protocol" field in the IP header set to 1 (ICMP), the Last Fragment
bit is set, and (IP offset ` 8) + (IP data length) >65535. In other words, the IP offset (which represents the starting
position of this fragment in the original packet, and which is in 8-byte units) plus the rest of the packet is greater than the
maximum size for an IP packet. 

C. This is when an IP datagram is received with the "protocol" field in the IP header set to 1 (ICMP) and the source
equal to destination address. 

D. This is when an the IP header is set to 1 (ICMP) and the "type" field in the ICMP header is set to 5 (Redirect). 
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Correct Answer: B 

 

QUESTION 4

The following is a sample of output from a penetration tester\\'s machine targeting a machine with the IP address of
192.168.1.106: 

What is most likely taking place? 

A. Ping sweep of the 192.168.1.106 network 

B. Remote service brute force attempt 

C. Port scan of 192.168.1.106 

D. Denial of service attack on 192.168.1.106 

Correct Answer: B 

 

QUESTION 5

Say that "abigcompany.com" had a security vulnerability in the javascript on their website in the past. They recently
fixed the security vulnerability, but it had been there for many months. Is there some way to 4go back and see the code
for that error? 

Select the best answer. 

A. archive.org 

B. There is no way to get the changed webpage unless you contact someone at the company 

C. Usenet 

D. Javascript would not be in their html so a service like usenet or archive wouldn\\'t help you 

Correct Answer: A 
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