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QUESTION 1

The following script shows a simple SQL injection. The script builds an SQL query by concatenating hard-coded strings
together with a string entered by the user:

var Shipoity;
ShipCity = Request.form ("ShipCiey™);
var agl = "select * from OrderaTable where Shipcity = '™ + ShipCity + "'";

The user is prompted to enter the name of a city on a Web form. If she enters Chicago, the query assembled by the
script looks similar to the following:

SELECT * FROM OrdersTable WHERE ShipCity = \\'Chicago\\

How will you delete the OrdersTable from the database using SQL Injection?
A. Chicago\\'; drop table OrdersTable -

B. Delete table\\'blah\\'; OrdersTable -

C. EXEC; SELECT * OrdersTable > DROP -

D. cmdshell\\'; \W'del c:\sgl\mydb\OrdersTable\\' //

Correct Answer: A

QUESTION 2

If you send a SYN to an open port, what is the correct response?(Choose all correct answers.
A. SYN

B. ACK

C. FIN

D. PSH

Correct Answer: AB

QUESTION 3

David is a security administrator working in Boston. David has been asked by the office\\'s manager to block all POP3
traffic at the firewall because he believes employees are spending too much time reading personal email. How can
David block POP3 at the firewall?

A. David can block port 125 at the firewall.

B. David can block all EHLO requests that originate from inside the office.
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C. David can stop POP3 traffic by blocking all HELO requests that originate from inside the office.
D. David can block port 110 to block all POP3 traffic.

Correct Answer: D

QUESTION 4

What type of port scan is represented here.

SYN {Port 80)
YN+ ACK Tt 4
o S I =y
Bill . Sheela Bill . Sheela
10.0.0.2:2342 Port is open 10.0.0.3:80 10.0.0.2:2342 Port is closed 10.0.0.3:80

A. Stealth Scan
B. Full Scan
C. XMAS Scan
D. FIN Scan

Correct Answer: A

QUESTION 5

Statistics from cert.org and other leading security organizations has clearly showed a steady rise in the number of
hacking incidents perpetrated against companies.

What do you think is the main reason behind the significant increase in hacking attempts over the past years?
A. It is getting more challenging and harder to hack for non technical people.

B. There is a phenomenal increase in processing power.

C. New TCP/IP stack features are constantly being added.

D. The ease with which hacker tools are available on the Internet.

Correct Answer: D
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