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QUESTION 1

You have the SOA presented below in your Zone. Your secondary servers have not been able to contact your primary
server to synchronize information. How long will the secondary servers attempt to contact the primary server before it
considers that zone is dead and stops responding to queries? 

collegae.edu.SOA, cikkye.edu ipad.college.edu. (200302028 3600 3600 604800 3600) 

A. One day 

B. One hour 

C. One week 

D. One month 

Correct Answer: C 

 

QUESTION 2

Gerald, the Systems Administrator for Hyped Enterprises, has just discovered that his network has been breached by an
outside attacker. After performing routine maintenance on his servers, he discovers numerous remote tools were
installed that no one claims to have knowledge of in his department. Gerald logs onto the management console for his
IDS and discovers an unknown IP address that scanned his network constantly for a week and was able to access his
network through a high-level port that was not closed. Gerald traces the IP address he found in the IDS log to a proxy
server in Brazil. Gerald calls the company that owns the proxy server and after searching through their logs, they trace
the source to another proxy server in Switzerland. Gerald calls the company in Switzerland that owns the proxy server
and after scanning through the logs again, they trace the source back to a proxy server in China. What proxy tool has
Gerald\\'s attacker used to cover their tracks? 

A. ISA proxy 

B. IAS proxy 

C. TOR proxy 

D. Cheops proxy 

Correct Answer: C 

 

QUESTION 3

You want to perform advanced SQL Injection attack against a vulnerable website. You are unable to perform command
shell hacks on this server. What must be enabled in SQL Server to launch these attacks? 

A. System services 

B. EXEC master access 

C. xp_cmdshell 
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D. RDC 

Correct Answer: C 

 

QUESTION 4

How would you describe an attack where an attacker attempts to deliver the payload over multiple packets over long
periods of time with the purpose of defeating simple pattern matching in IDS systems without session reconstruction? A
characteristic of this attack would be a continuous stream of small packets. 

A. Session Hijacking 

B. Session Stealing 

C. Session Splicing 

D. Session Fragmentation 

Correct Answer: C 

 

QUESTION 5

After a client sends a connection request (SYN) packet to the server, the server will respond (SYN-ACK) with a
sequence number of its choosing, which then must be acknowledged (ACK) by the client. This sequence number is
predictable; the attack connects to a service first with its own IP address, records the sequence number chosen, and
then opens a second connection from a forged IP address. The attack doesn\\'t see the SYN-ACK (or any other packet)
from the server, but can guess the correct responses. If the source IP address is used for authentication, then the
attacker can use the one-sided communication to break into the server. What attacks can you successfully launch
against a server using the above technique? 

A. Denial of Service attacks 

B. Session Hijacking attacks 

C. Web page defacement attacks 

D. IP spoofing attacks 

Correct Answer: B 
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