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QUESTION 1

Which of the following is the best way to reduce the risk of compromised credentials when an organization allows
employees to have remote access? 

A. Enable whole disk encryption on remote devices. 

B. Purchase an endpoint detection and response (EDR) tool. 

C. Implement multi-factor authentication. 

D. Deploy single sign-on with complex password requirements. 

Correct Answer: C 

Reference: https://www.isaca.org/resources/news-and-trends/newsletters/atisaca/2020/volume-14/five-key-
considerations-when-securing-a-work-from-home-workforce 

 

QUESTION 2

In a contract for cloud services, whom should a cloud provider agree to notify in the event of a personal data breach? 

A. Its client\\'s end users 

B. Its client\\'s insurance carrier 

C. Its client\\'s regulatory authority 

D. Its client 

Correct Answer: A 

 

QUESTION 3

Which of the following is the BEST approach for configuring remote access rules to safeguard personal data within the
organization\\'s network? 

A. Encrypting personal data 

B. Using a third-party remote server 

C. Installing endpoint security 

D. Enabling strict authentication 

Correct Answer: D 

 

QUESTION 4
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Which of the following processes BEST enables an organization to maintain the quality of personal data? 

A. Implementing routine automatic validation 

B. Maintaining hashes to detect changes in data 

C. Encrypting personal data at rest 

D. Updating the data quality standard through periodic review 

Correct Answer: D 

 

QUESTION 5

Data collected by a third-party vendor and provided back to the organization may not be protected according to the
organization\\'s privacy notice. Which of the following is the BEST way to address this concern? 

A. Review the privacy policy. 

B. Obtain independent assurance of current practices. 

C. Re-assess the information security requirements. 

D. Validate contract compliance. 

Correct Answer: D 
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