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QUESTION 1

Which of the following approaches to incorporating privacy by design principles BEST ensures the privacy of personal
information?

A. Embedding the principles into remediation data procedures
B. Including the principles in reactive data breach plans

C. Building the principles into final data product developments
D. Implementing the principles into the end-to-end data life cycle

Correct Answer: D

QUESTION 2

Which of the following vulnerabilities would have the GREATEST impact on the privacy of information?
A. Private key exposure

B. Poor patch management

C. Lack of password complexity

D. Out-of-date antivirus signatures

Correct Answer: A

QUESTION 3

Which of the following MOST effectively protects against the use of a network sniffer?
A. Network segmentation

B. Transport layer encryption

C. An intrusion detection system (IDS)

D. A honeypot environment

Correct Answer: A

Reference: https://www.sciencedirect.com/topics/computer-science/network-sniffer

QUESTION 4
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Which of the following is the best reason for a health organization to use desktop virtualization to implement stronger
access control to systems containing patient records?

A. Limited functions and capabilities of a secured operating environment
B. Monitored network activities for unauthorized use

C. Improved data integrity and reduced effort for privacy audits

D. Unlimited functionalities and highly secured applications

Correct Answer: B

QUESTION 5

Which type of data is produced by using a more complex method of analytics to find correlations between data sets and
using them to categorize or profile people?

A. Derived data
B. Observed data
C. Inferred data
D. Provided data

Correct Answer: C
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