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QUESTION 1

Having a reservation in a cloud environment can ensure operations continue in the event of high utilization across the
cloud. 

Which of the following would NOT be a capability covered by reservations? 

A. Performing business operations 

B. Starting virtual machines 

C. Running applications 

D. Auto-scaling 

Correct Answer: D 

A reservation will not guarantee auto-scaling is available because it involves the allocation of additional resources
beyond what a cloud customer already has provisioned. Reservations will guarantee minimal resources are available to
start virtual machines, run applications, and perform normal business operations. 

 

QUESTION 2

When a system needs to be exposed to the public Internet, what type of secure system would be used to perform only
the desired operations? 

A. Firewall 

B. Proxy 

C. Honeypot 

D. Bastion 

Correct Answer: D 

A bastion is a system that is exposed to the public Internet to perform a specific function, but it is highly restricted and
secured to just that function. Any nonessential services and access are removed from the bastion so that security
countermeasures and monitoring can be focused just on the bastion\\'s specific duties. A honeypot is a system designed
to look like a production system to entice attackers, but it does not contain any real data. It is used for learning about
types of attacks and enabling countermeasures for them. A firewall is used within a network to limit access between IP
addresses and ports. A proxy server provides additional security to and rulesets for network traffic that is allowed to
pass through it to a service destination. 

 

QUESTION 3

BCDR strategies typically do not involve the entire operations of an organization, but only those deemed critical to their
business. 

Which concept pertains to the amount of data and services needed to reach the predetermined level of operations? 
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A. SRE 

B. RPO 

C. RSL 

D. RTO 

Correct Answer: B 

The recovery point objective (RPO) sets and defines the amount of data an organization must have available or
accessible to reach the predetermined level of operations necessary during a BCDR situation. The recovery time
objective (RTO) measures the amount of time necessary to recover operations to meet the BCDR plan. The recovery
service level (RSL) measures the percentage of operations that would be recovered during a BCDR situation. SRE is
provided as an erroneous response. 

 

QUESTION 4

If you are running an application that has strict legal requirements that the data cannot reside on systems that contain
other applications or systems, which aspect of cloud computing would be prohibitive in this case? 

A. Multitenancy 

B. Broad network access 

C. Portability 

D. Elasticity 

Correct Answer: A 

Multitenancy is the aspect of cloud computing that involves having multiple customers and applications running within
the same system and sharing the same resources. Although considerable mechanisms are in place to ensure isolation
and separation, the data and applications are ultimately using shared resources. Broad network access refers to the
ability to access cloud services from any location or client. Portability refers to the ability to easily move cloud services
between different cloud providers, whereas elasticity refers to the capabilities of a cloud environment to add or remove
services, as needed, to meet current demand. 

 

QUESTION 5

Which of the following is not a risk management framework? 

A. COBIT 

B. Hex GBL 

C. ISO 31000:2009 

D. NIST SP 800-37 

Correct Answer: B 

Hex GBL is a reference to a computer part in Terry Pratchett\\'s fictional Discworld universe. The rest are not. 
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