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QUESTION 1

APIs are defined as which of the following? 

A. A set of protocols, and tools for building software applications to access a web-based software application or tool 

B. A set of routines, standards, protocols, and tools for building software applications to access a web-based software
application or tool 

C. A set of standards for building software applications to access a web-based software application or tool D. A set of
routines and tools for building software applications to access web-based software applications 

Correct Answer: B 

All the answers are true, but B is the most complete. 

 

QUESTION 2

Data labels could include all the following, except: 

A. Multifactor authentication 

B. Access restrictions 

C. Confidentiality level 

D. Distribution limitations 

Correct Answer: A 

All the others might be included in data labels, but multifactor authentication is a procedure used for access control, not
a label. 

 

QUESTION 3

Which type of audit report is considered a "restricted use" report for its intended audience? 

A. SAS-70 

B. SSAE-16 

C. SOC Type 1 

D. SOC Type 2 

Correct Answer: C 

SOC Type 1 reports are considered "restricted use" reports. They are intended for management and stakeholders of an
organization, clients of the service organization, and auditors of the organization. They are not intended for release
beyond those audiences. 
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QUESTION 4

The president of your company has tasked you with implementing cloud services as the most efficient way of obtaining
a robust disaster recovery configuration for your production services. 

Which of the cloud deployment models would you MOST likely be exploring? 

A. Hybrid 

B. Private 

C. Community 

D. Public 

Correct Answer: A 

A hybrid cloud model spans two more different hosting configurations or cloud providers. This would enable an
organization to continue using its current hosting configuration, while adding additional cloud services to enable disaster
recovery capabilities. The other cloud deployment models--public, private, and community--would not be applicable for
seeking a disaster recovery configuration where cloud services are to be leveraged for that purpose rather than
production service hosting. 

 

QUESTION 5

What provides the information to an application to make decisions about the authorization level appropriate when
granting access? 

A. User 

B. Relying party 

C. Federation 

D. Identity Provider 

Correct Answer: D 

Upon successful user authentication, the identity provider gives information about the user to the relying party that it
needs to make authorization decisions for granting access as well as the level of access needed. 
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