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QUESTION 1

What is the intellectual property protection for a confidential recipe for muffins? 

A. Patent 

B. Trademark 

C. Trade secret 

D. Copyright 

Correct Answer: C 

Confidential recipes unique to the organization are trade secrets. The other answers listed are answers to other
questions. 

 

QUESTION 2

From a security perspective, which of the following is a major concern when evaluating possible BCDR solutions? 

A. Access provisioning 

B. Auditing 

C. Jurisdictions 

D. Authorization 

Correct Answer: C 

When a security professional is considering cloud solutions for BCDR, a top concern is the jurisdiction where the cloud
systems are hosted. If the jurisdiction is different from where the production systems are hosted, they may be subjected
to different regulations and controls, which would make a seamless BCDR solution far more difficult. 

 

QUESTION 3

What is the best approach for dealing with services or utilities that are installed on a system but not needed to perform
their desired function? 

A. Remove 

B. Monitor 

C. Disable 

D. Stop 

Correct Answer: A 

The best practice is to totally remove any unneeded services and utilities on a system to prevent any chance of
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compromise or use. If they are just disabled, it is possible for them to be inadvertently started again at any point, or
another exploit could be used to start them again. Removing also negates the need to patch and maintain them going
forward. 

 

QUESTION 4

Different security testing methodologies offer different strategies and approaches to testing systems, requiring security
personnel to determine the best type to use for their specific circumstances. 

What does dynamic application security testing (DAST) NOT entail that SAST does? 

A. Discovery 

B. Knowledge of the system 

C. Scanning 

D. Probing 

Correct Answer: B 

Dynamic application security testing (DAST) is considered "black-box" testing and begins with no inside knowledge of
the application or its configurations. Everything about it must be discovered during its testing. As with most types of
testing, dynamic application security testing (DAST) involves probing, scanning, and a discovery process for system
information. 

 

QUESTION 5

The goals of DLP solution implementation include all of the following, except: 

A. Elasticity 

B. Policy enforcement 

C. Data discovery 

D. Loss of mitigation 

Correct Answer: A 

DLP does not have anything to do with elasticity, which is the capability of the environment to scale up or down
according to demand. All the rest are goals of DLP implementations. 
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