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QUESTION 1

Which of the following threat types involves an application that does not validate authorization for portions of itself after
the initial checks? 

A. Injection 

B. Missing function-level access control 

C. Cross-site request forgery 

D. Cross-site scripting 

Correct Answer: B 

It is imperative that an application perform checks when each function or portion of the application is accessed, to
ensure that the user is properly authorized to access it. Without continual checks each time a function is accessed, an
attacker could forge requests to access portions of the application where authorization has not been granted. 

 

QUESTION 2

Which protocol does the REST API depend on? 

A. HTTP 

B. XML 

C. SAML 

D. SSH 

Correct Answer: A 

Representational State Transfer (REST) is a software architectural scheme that applies the components, connectors,
and data conduits for many web applications used on the Internet. It uses and relies on the HTTP protocol and supports
a variety of data formats. 

 

QUESTION 3

In order to ensure ongoing compliance with regulatory requirements, which phase of the cloud data lifecycle must be
tested regularly? 

A. Archive 

B. Share 

C. Store 

D. Destroy 

Correct Answer: A 
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In order to ensure compliance with regulations, it is important for an organization to regularly test the restorability of
archived data. As technologies change and older systems are deprecated, the risk rises for an organization to lose the
ability to restore data from the format in which it is stored. With the destroy, store, and share phases, the currently used
technologies will be sufficient for an organization\\'s needs in an ongoing basis, so the risk that is elevated with archived
data is not present. 

 

QUESTION 4

Which approach is typically the most efficient method to use for data discovery? 

A. Metadata 

B. Content analysis 

C. Labels 

D. ACLs 

Correct Answer: A 

Metadata is data about data. It contains information about the type of data, how it is stored and organized, or
information about its creation and use. 

 

QUESTION 5

Which publication from the United States National Institute of Standards and Technology pertains to defining cloud
concepts and definitions for the various core components of cloud computing? 

A. SP 800-153 

B. SP 800-145 

C. SP 800-53 

D. SP 800-40 

Correct Answer: B 

NIST Special Publications 800-145 is titled "The NIST Definition of Cloud Computing" and contains definitions and
explanations of core cloud concepts and components. 
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