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QUESTION 1

Which of the following is NOT a common storage option with Infrastructure as a Service?
A. Object Storage

B. Volume Storage

C. Content Delivery Network

D. Big Data as a Service

E. SSD based volume storage

Correct Answer: D

11.1.2 Cloud Data Storage Types

Application/platform: Examples of these would be a content delivery network (CDN), files stored in SaaS, caching, and
other novel options.

QUESTION 2

Dynamic Application Security Testing (DAST) might be limited or require pre-testing permission from the provider.
A. False

B. True

Correct Answer: B

QUESTION 3

CCM: The Cloud Service Delivery Model Applicability column in the CCM indicates the applicability of the cloud security
control to which of the following elements?

A. Mappings to well-known standards and frameworks

B. Service Provider or Tenant/Consumer

C. Physical, Network, Compute, Storage, Application or Data
D. SaaS, PaaS or laaS

Correct Answer: D

FROM CCM Table Typical Control Applicability and Ownership laaS PaaS SaaS

QUESTION 4
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How can key management be leveraged to prevent cloud providers from inappropriately accessing customer data?
A. Use strong multi-factor authentication

B. Secure backup processes for key management systems

C. Segregate keys from the provider hosting data

D. Stipulate encryption in contract language

E. Select cloud providers within the same country as customer

Correct Answer: C

Segregate keys from the provider hosting data, can be leveraged to prevent cloud providers from inappropriately

accessing customer data. According to Security-Guidance-v4.0, Pg126, "You may be able to store the keys externally
from the provider and only pass them over on a per-request basis.”

QUESTION 5

In a cloud environment, how can you best determine data/information security risks and potential controls?
A. understand the cloud storage architecture in use

B. run a search on user data le

C. encrypt everything

D. identify the major operating system(s)

E. understand the related regulatory requirements

Correct Answer: A
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