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QUESTION 1

Which option allows you to exclude behavioral detections from the detections page? 

A. Machine Learning Exclusion 

B. IOA Exclusion 

C. IOC Exclusion 

D. Sensor Visibility Exclusion 

Correct Answer: B 

IOA Exclusion says - Stop all behavioral detections and preventions for an IOA that\\'s based on a CrowdStrike-
generated detection. Source: https://falcon.crowdstrike.com/documentation/68/detection-and-prevention-
policies#exclusions 

 

QUESTION 2

What is the most common cause of a Windows Sensor entering Reduced Functionality Mode (RFM)? 

A. Falcon console updates are pending 

B. Falcon sensors installing an update 

C. Notifications have been disabled on that host sensor 

D. Microsoft updates 

Correct Answer: D 

The most common cause of a Windows Sensor entering Reduced Functionality Mode (RFM) is Microsoft updates. RFM
occurs when the sensor detects a change in the operating system that requires a reboot to complete. Microsoft updates
are one of the common causes of such a change. The other options are either incorrect or not related to RFM.
Reference: CrowdStrike Falcon User Guide, page 30. 

 

QUESTION 3

Where do you obtain the Windows sensor installer for CrowdStrike Falcon? 

A. Sensors are downloaded from the Hosts > Sensor Downloads 

B. Sensor installers are unique to each customer and must be obtained from support 

C. Sensor installers are downloaded from the Support section of the CrowdStrike website 

D. Sensor installers are not used because sensors are deployed from within Falcon 

Correct Answer: A 
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The Windows sensor installer for CrowdStrike Falcon can be downloaded from the Hosts > Sensor Downloads page in
the Falcon console. This page allows you to download different sensor versions and installers for various operating
systems and platforms, as well as view installation instructions and release notes. The other options are either incorrect
or not available. Reference: CrowdStrike Falcon User Guide, page 27. 

 

QUESTION 4

Once an exclusion is saved, what can be edited in the future? 

A. All parts of the exclusion can be changed 

B. Only the selected groups and hosts to which the exclusion is applied can be changed 

C. Only the options to "Detect/Block" and/or "File Extraction" can be changed 

D. The exclusion pattern cannot be changed 

Correct Answer: A 

Once an exclusion is saved, all parts of the exclusion can be changed in the future. The administrator can edit an
existing exclusion by selecting it from the Exclusions page and modifying any of its fields, such as pattern, type, option,
group or host. The other options are either incorrect or not true of editing exclusions. Reference: CrowdStrike Falcon
User Guide, page 37. 

 

QUESTION 5

If a user wanted to install an older version of the Falcon sensor, how would they find the older installer file? 

A. Older versions of the sensor are not available for download 

B. By emailing CrowdStrike support at support@crowdstrike.com 

C. By installing the current sensor and clicking the "downgrade" button during the install 

D. By clicking on "Older versions" links under the Host setup and management > Deploy > Sensor downloads 

Correct Answer: D 

The way to find the older installer file for the Falcon sensor is to click on "Older versions" links under the Host setup and
management > Deploy > Sensor downloads. The Sensor downloads page allows you to download the latest version of
the Falcon sensor for different operating systems and platforms. However, if you need to install an older version of the
sensor, you can click on the "Older versions" links below each sensor download button. This will open a new page
where you can select and download any previous version of the sensor1. References: 1: Falcon Administrator Learning
Path | Infographic | CrowdStrike 
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