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QUESTION 1

An analyst is asked to retrieve an API client secret from a previously generated key. How can they achieve this? 

A. The API client secret can be viewed from the Edit API client pop-up box 

B. Enable the Client Secret column to reveal the API client secret 

C. Re-create the API client using the exact name to see the API client secret 

D. The API client secret cannot be retrieved after it has been created 

Correct Answer: B 

 

QUESTION 2

Where can you modify settings to permit certain traffic during a containment period? 

A. Prevention Policy 

B. Host Settings 

C. Containment Policy 

D. Firewall Settings 

Correct Answer: C 

 

QUESTION 3

How do you assign a policy to a specific group of hosts? 

A. Create a group containing the desired hosts using "Static Assignment." Go to the Assigned Host Groups tab of the
desired policy and dick "Add groups to policy." Select the desired Group(s). 

B. Assign a tag to the desired hosts in Host Management. Create a group with an assignment rule based on that tag. Go
to the Assignment tab of the desired policy and click "Add Groups to Policy." Select the desired Group(s). 

C. Create a group containing the desired hosts using "Dynamic Assignment." Go to the Assigned Host Groups tab of the
desired policy and select criteria such as OU, OS, Hostname pattern, etc. 

D. On the Assignment tab of the desired policy, select "Static" assignment. From the next window, select the desired
hosts (using fitters if needed) and click Add. 

Correct Answer: C 

 

QUESTION 4

What is the most common cause of a Windows Sensor entering Reduced Functionality Mode (RFM)? 
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A. Falcon console updates are pending 

B. Falcon sensors installing an update 

C. Notifications have been disabled on that host sensor 

D. Microsoft updates 

Correct Answer: C 

 

QUESTION 5

Even though you are a Falcon Administrator, you discover you are unable to use the "Connect to Host" feature to gather
additional information which is only available on the host. Which role do you need added to your user account to have
this capability? 

A. Real Time Responder 

B. Endpoint Manager 

C. Falcon Investigator 

D. Remediation Manager 

Correct Answer: C 
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