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QUESTION 1

Which of the following would be the GREATEST governance challenge to an organization where production is hosted in
a public cloud and backups are held on the premises?

A. Aligning the cloud service delivery with the organization\\'s objective
B. Aligning the cloud provider\\'s SLA with the organization\\'s policy
C. Aligning shared responsibilities between provider and customer

D. Aligning the organization\\'s activity with the cloud provider\\'s policy

Correct Answer: A

QUESTION 2

Which of the following approaches encompasses social engineering of staff, bypassing of physical access controls and
penetration testing?

A. Blue team
B. White box
C. Gray box
D. Red team

Correct Answer: B

QUESTION 3

In the context of Infrastructure as a Service (IaaS), a vulnerability assessment will scan virtual machines to identify
vulnerabilities in:

A. both operating system and application infrastructure contained within the CSP\\'s instances.

B. both operating system and application infrastructure contained within the customer\\'s instances
C. only application infrastructure contained within the CSP\\'s instances.

D. only application infrastructure contained within the customer\\'s instances.

Correct Answer: C

QUESTION 4
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Which of the following is the BEST tool to perform cloud security control audits?
A. General Data Protection Regulation (GDPR)

B. ISO 27001

C. Federal Information Processing Standard (FIPS) 140-2

D. CSA Cloud Control Matrix (CCM)

Correct Answer: D

QUESTION 5

The Cloud Computing Compliance Controls Catalogue (C5) framework is maintained by which of the following
agencies?

A. Agence nationale de la sécurité des systemes d’'information (ANSSI)
B. National Institute of Standards and Technology (NIST)

C. National Security Agency (NSA)

D. Bundesamt fur Sicherheit in der Informationstechnik (BSI)

Correct Answer: D

Reference: https://docs.microsoft.com/en-us/compliance/regulatory/offering-c5-germany
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