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QUESTION 1

What data center and physical security measures should a cloud customer consider when assessing a cloud service
provider? 

A. Assess use of monitoring systems to control ingress and egress points of entry to the data center. 

B. Implement physical security perimeters to safeguard personnel, data and information systems. 

C. Conduct a due diligence to verify the cloud provider applies adequate physical security measures. 

D. Review internal policies and procedures for relocation of hardware and software to an offsite location. 

Correct Answer: C 

Reference: https://www.omg.org/cloud/deliverables/CSCC-Security-for-Cloud-Computing-10-Steps-toEnsure-
Success.pdf 

 

QUESTION 2

A. The violation is agreed upon and documented. 

B. Nothing can be done to enforce violations as this is a cloud service. 

C. The violation is agreed to verbally by the CSP. 

D. Violations will be automatically enforced so no action is needed. 

Correct Answer: A 

Reference: https://www.omg.org/cloud/deliverables/CSCC-Security-for-Cloud-Computing-10-Steps-toEnsure-
Success.pdf 

 

QUESTION 3

Which of the following is the risk associated with storing data in a cloud that crosses jurisdictions? 

A. Compliance risk 

B. Provider administration risk 

C. Audit risk 

D. Virtualization risk 

Correct Answer: A 

 

QUESTION 4
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In the context of Infrastructure as a Service (IaaS), a vulnerability assessment will scan virtual machines to identify
vulnerabilities in: 

A. both operating system and application infrastructure contained within the CSP\\'s instances. 

B. both operating system and application infrastructure contained within the customer\\'s instances 

C. only application infrastructure contained within the CSP\\'s instances. 

D. only application infrastructure contained within the customer\\'s instances. 

Correct Answer: C 

 

 

QUESTION 5

Which of the following contract terms is necessary to meet a company\\'s requirement that needs to move data from one
CSP to another? 

A. Drag and Drop 

B. Lift and shift 

C. Flexibility to move 

D. Transition and data portability 

Correct Answer: D 
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