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QUESTION 1

Which of the following defines the criteria designed by the American Institute of Certified Public Accountants (AICPA) to
specify trusted services? 

A. Security, confidentiality, availability, privacy and processing integrity 

B. Security, applicability, availability, privacy and processing integrity 

C. Security, confidentiality, availability, privacy and trustworthiness 

D. Security, data integrity, availability, privacy and processing integrity 

Correct Answer: A 

Reference: https://us.aicpa.org/content/dam/aicpa/interestareas/frc/assuranceadvisoryservices/
downloadabledocuments/trust-services-criteria.pdf 

 

QUESTION 2

When establishing cloud governance, an organization should FIRST test by migrating: 

A. all applications at once to the cloud. 

B. complex applications to the cloud. 

C. legacy applications to the cloud. 

D. a few applications to the cloud. 

Correct Answer: D 

 

 

QUESTION 3

Which of the following standards is designed to be used by organizations for cloud services that intend to select controls
within the process of implementing an Information Security Management System based on ISO/IEC 27001? 

A. ISO/IEC 27017:2015 

B. CSA Cloud Control Matrix (CCM) 

C. NIST SP 800-146 

D. ISO/IEC 27002 

Correct Answer: D 

Reference: https://cyber.gc.ca/en/guidance/guidance-cloud-security-assessment-and-authorizationitsp50105 
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QUESTION 4

You have been assigned the implementation of an ISMS, whose scope must cover both on premise and cloud
infrastructure. Which of the following is your BEST option? 

A. Implement ISO/IEC 27002 and complement it with additional controls from the CCM. 

B. Implement ISO/IEC 27001 and complement it with additional controls from ISO/IEC 27017. 

C. Implement ISO/IEC 27001 and complement it with additional controls from ISO/IEC 27002. 

D. Implement ISO/IEC 27001 and complement it with additional controls from the NIST SP 800-145. 

Correct Answer: B 

 

 

QUESTION 5

Which of the following contract terms is necessary to meet a company\\'s requirement that needs to move data from one
CSP to another? 

A. Drag and Drop 

B. Lift and shift 

C. Flexibility to move 

D. Transition and data portability 

Correct Answer: D 
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