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QUESTION 1

In all three cloud deployment models, (IaaS, PaaS, and SaaS), who is responsible for the patching of the hypervisor
layer? 

A. Cloud service customer 

B. Shared responsibility 

C. Cloud service provider 

D. Patching on hypervisor layer is not required 

Correct Answer: A 

 

QUESTION 2

The Open Certification Framework is structured on three levels of trust. Those three levels of trust are: 

A. CSA STAR Self-Assessment, STAR Certification and Attestation (Third-party Assessment), STAR Compliance 

B. CSA STAR Audit, STAR Certification and Attestation (Third-party Assessment), STAR Continuous 

C. CSA STAR Self-Assessment, STAR Certification and Attestation (Third-party Assessment), STAR Monitoring and
Control 

D. CSA STAR Self-Assessment, STAR Certification and Attestation (Third-party Assessment), STAR Continuous 

Correct Answer: D 

 

QUESTION 3

After finding a vulnerability in an internet-facing server of an organization, a cybersecurity criminal is able to access an
encrypted file system and successfully manages to overwrite part of some files with random data. In reference to the
Top Threats Analysis methodology, how would you categorize the technical impact of this incident? 

A. As an integrity breach 

B. As control breach 

C. As an availability breach 

D. As a confidentiality breach 

Correct Answer: B 

 

QUESTION 4

Due to cloud audit team resource constraints, an audit plan as initially approved cannot be completed. Assuming that

CCAK PDF Dumps | CCAK Study Guide | CCAK Braindumps                                2 / 3

https://www.pass4itsure.com/ccak.html
https://www.pass4itsure.com/ccak.html
https://www.pass4itsure.com/ccak.html


https://www.pass4itsure.com/ccak.html
2024 Latest pass4itsure CCAK PDF and VCE dumps Download

the situation is communicated in the cloud audit report which course of action is MOST relevant? 

A. Focusing on auditing high-risk areas 

B. Testing the adequacy of cloud controls design 

C. Relying on management testing of cloud controls 

D. Testing the operational effectiveness of cloud controls 

Correct Answer: A 

 

QUESTION 5

An auditor identifies that a CSP received multiple customer inquiries and RFPs during the last month. Which of the
following should be the BEST recommendation to reduce the CSP burden? 

A. CSP can share all security reports with customers to streamline the process. 

B. CSP can schedule a call with each customer. 

C. CSP can answer each customer individually. 

D. CSP can direct all customers\\' inquiries to the information in the CSA STAR registry. 

Correct Answer: D 
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