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QUESTION 1

A security engineer at a company is designing a system to mitigate recent setbacks caused competitors that are beating
the company to market with the new products. Several of the products incorporate propriety enhancements developed
by the engineer\\'s company. The network already includes a SEIM and a NIPS and requires 2FA for all user access.
Which of the following system should the engineer consider NEXT to mitigate the associated risks? 

A. DLP 

B. Mail gateway 

C. Data flow enforcement 

D. UTM 

Correct Answer: A 

 

QUESTION 2

Leveraging cryptographic solutions to protect data that is in use ensures the data is encrypted: 

A. when it is passed across a local network. 

B. in memory during processing 

C. when it is written to a system\\'s solid-state drive. 

D. by an enterprise hardware security module. 

Correct Answer: B 

 

QUESTION 3

Which of the following technologies allows CSPs to add encryption across multiple data storages? 

A. Symmetric encryption 

B. Homomorphic encryption 

C. Data dispersion 

D. Bit splitting 

Correct Answer: D 

Reference: https://www.hhs.gov/sites/default/files/nist800111.pdf 

 

QUESTION 4
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A security architect is working with a new customer to find a vulnerability assessment solution that meets the following
requirements: 

1. 

Fast scanning 

2. 

The least false positives possible 

3. 

Signature-based 

4. 

A low impact on servers when performing a scan 

In addition, the customer has several screened subnets, VLANs, and branch offices. Which of the following will BEST
meet the customer\\'s needs? 

A. Authenticated scanning 

B. Passive scanning 

C. Unauthenticated scanning 

D. Agent-based scanning 

Correct Answer: D 

 

 

QUESTION 5

A security analyst needs to recommend a remediation to the following threat: 

Which of the following actions should the security analyst propose to prevent this successful exploitation? 

A. Patch the system. 

B. Update the antivirus. 

C. Install a host-based firewall. 

D. Enable TLS 1.2. 
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Correct Answer: A 
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