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QUESTION 1

A company is outsourcing to an MSSP that performs managed detection and response services. The MSSP requires a
server to be placed inside the network as a log aggregator and allows remote access to MSSP analysts. Critical devices
send logs to the log aggregator, where data is stored for 12 months locally before being archived to a multitenant cloud
The data is then sent from the log aggregator to a public IP address in the MSSP\\'s datacenter for analysis. A security
engineer is concerned about the secunty of the solution and notes the following 

1. 

The critical devices send cleartext logs to the aggregator. 

2. 

The log aggregator utilizes full disk encryption. 

3. 

The log aggregator sends to the analysis server via port 80. 

4. 

MSSP analysts utilize an SSL VPN with MFA to access the log aggregator remotely. 

5. 

The data is compressed and encrypted prior to being archived in the cloud. 

Which of the following should be the secunty engineer\\'s GREATEST concern? 

A. Hardware vulnerabilities introduced by the log aggregator server. 

B. Network bridging from a remote access VPN. 

C. Encryption of data in transit. 

D. Multitenancy and data remnants in the cloud. 

Correct Answer: C 

 

 

QUESTION 2

An information security manager conducted a gap analysis, which revealed a 75% implementation of security controls
for high-risk vulnerabilities, 90% for medium vulnerabilities, and 10% for low-risk vulnerabilities. To create a road map to
close the identified gaps, the assurance team reviewed the likelihood of exploitation of each vulnerability and the
business impact of each associated control. To determine which controls to implement, which of the following is the
MOST important to consider? 

A. KPI 

B. KRI 
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C. GRC 

D. BIA 

Correct Answer: A 

 

 

QUESTION 3

A Chief Information Security Officer (CISO) requests the following external hosted services be scanned for malware,
unsecured PII, and healthcare data: 

Corporate intranet site Online storage application Email and collaboration suite 

Security policy also is updated to allow the security team to scan and detect any bulk downloads of corporate data from
the company\\'s intranet and online storage site. Which of the following is needed to comply with the corporate security
policy and the CISO\\'s request? 

A. Port scanner 

B. CASB 

C. DLP agent 

D. Application sandbox 

E. SCAP scanner 

Correct Answer: B 

 

QUESTION 4

A security policy states that all applications on the network must have a password length of eight characters. There are
three legacy applications on the network that cannot meet this policy. One system will be upgraded in six months, and
two are not expected to be upgraded or removed from the network. Which of the following processes should be
followed? 

A. Establish a risk matrix 

B. Inherit the risk for six months 

C. Provide a business justification to avoid the risk 

D. Provide a business justification for a risk exception 

Correct Answer: D 

The Exception Request must include: 

A description of the non-compliance. 

The anticipated length of non-compliance (2-year maximum). 
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The proposed assessment of risk associated with non-compliance. 

The proposed plan for managing the risk associated with non-compliance. 

The proposed metrics for evaluating the success of risk management (if risk is significant). 

The proposed review date to evaluate progress toward compliance. 

An endorsement of the request by the appropriate Information Trustee (VP or Dean). 

 

QUESTION 5

A security engineer is deploying an IdP to broker authentication between applications. These applications all utilize
SAML 2.0 for authentication. Users log into the IdP with their credentials and are given a list of applications they may
access. One of the application\\'s authentications is not functional when a user initiates an authentication attempt from
the IdP. The engineer modifies the configuration so users browse to the application first, which corrects the issue. Which
of the following BEST describes the root cause? 

A. The application only supports SP-initiated authentication. 

B. The IdP only supports SAML 1.0 

C. There is an SSL certificate mismatch between the IdP and the SaaS application. 

D. The user is not provisioned correctly on the IdP. 

Correct Answer: A 
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