
https://www.pass4itsure.com/cas-003.html
2023 Latest pass4itsure CAS-003 PDF and VCE dumps Download

 

 

 

CAS-003Q&As

CompTIA Advanced Security Practitioner (CASP+)

Pass CompTIA CAS-003 Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.pass4itsure.com/cas-003.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by CompTIA
Official Exam Center

 

 

Latest CAS-003 Dumps | CAS-003 VCE Dumps | CAS-003 Study Guide                                1 / 4

https://www.pass4itsure.com/cas-003.html
https://www.pass4itsure.com/cas-003.html
https://www.pass4itsure.com/cas-003.html


https://www.pass4itsure.com/cas-003.html
2023 Latest pass4itsure CAS-003 PDF and VCE dumps Download

QUESTION 1

A security analyst is reviewing logs and discovers that a company-owned computer issued to an employee is generating
many alerts and analyst continues to review the log events and discovers that a non-company-owned device from a
different, unknown IP address is general same events. The analyst informs the manager of these finding, and the
manager explains that these activities are already known and . . . ongoing simulation. Given this scenario, which of the
following roles are the analyst, the employee, and the manager fillings? 

A. The analyst is red team The employee is blue team The manager is white team 

B. The analyst is white team The employee is red team The manager is blue team 

C. The analyst is red team The employee is white team The manager is blue team 

D. The analyst is blue team The employee is red team The manager is white team 

Correct Answer: D 

 

QUESTION 2

After a security incident, an administrator would like to implement policies that would help reduce fraud and the potential
for collusion between employees. Which of the following would help meet these goals by having co-workers
occasionally audit another worker\\'s position? 

A. Least privilege 

B. Job rotation 

C. Mandatory vacation 

D. Separation of duties 

Correct Answer: B 

Job rotation can reduce fraud or misuse by preventing an individual from having too much control over an area. 

 

QUESTION 3

A security administrator is updating corporate policies to respond to an incident involving collusion between two systems
administrators that went undetected for more than six months. Which of the following policies would have MOST likely
uncovered the collusion sooner? (Choose two.) 

A. Mandatory vacation 

B. Separation of duties 

C. Continuous monitoring 

D. Incident response 

E. Time-of-day restrictions 
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F. Job rotation 

Correct Answer: BF 

 

 

QUESTION 4

An administrator is working with management to develop policies related to the use of the cloud-based resources that
contain corporate data. Management plans to require some control over organizational data stored on personal devices,
such as tablets. Which of the following controls would BEST support management\\'s policy? 

A. MDM 

B. Sandboxing 

C. Mobile tokenization 

D. FDE 

E. MFA 

Correct Answer: A 

 

QUESTION 5

The finance department for an online shopping website has discovered that a number of customers were able to
purchase goods and services without any payments. Further analysis conducted by the security investigations team
indicated that the website allowed customers to update a payment amount for shipping. A specially crafted value could
be entered and cause a roll over, resulting in the shipping cost being subtracted from the balance and in some instances
resulted in a negative balance. As a result, the system processed the negative balance as zero dollars. Which of the
following BEST describes the application issue? 

A. Race condition 

B. Click-jacking 

C. Integer overflow 

D. Use after free 

E. SQL injection 

Correct Answer: C 

Integer overflow errors can occur when a program fails to account for the fact that an arithmetic operation can result in a
quantity either greater than a data type\\'s maximum value or less than its minimum value. 
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