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QUESTION 1

An organization is reviewing endpoint security solutions. In evaluating products, the organization has the following
requirements: 

Support server, laptop, and desktop infrastructure Due to limited security resources, implement active protection
capabilities Provide users with the ability to self-service classify information and apply policies Protect data-at-rest and
data-in-use Which of the following endpoint capabilities would BEST meet the above requirements? (Select two.) 

A. Data loss prevention 

B. Application whitelisting 

C. Endpoint detect and respond 

D. Rights management 

E. Log monitoring 

F. Antivirus 

Correct Answer: CF 

 

QUESTION 2

A security administrator wants to prevent sensitive data residing on corporate laptops and desktops from leaking outside
of the corporate network. The company has already implemented full-disk encryption and has disabled all peripheral
devices on its desktops and laptops. Which of the following additional controls MUST be implemented to minimize the
risk of data leakage? (Select TWO). 

A. A full-system backup should be implemented to a third-party provider with strong encryption for data in transit. 

B. A DLP gateway should be installed at the company border. 

C. Strong authentication should be implemented via external biometric devices. 

D. Full-tunnel VPN should be required for all network communication. 

E. Full-drive file hashing should be implemented with hashes stored on separate storage. 

F. Split-tunnel VPN should be enforced when transferring sensitive data. 

Correct Answer: BD 

Web mail, Instant Messaging and personal networking sites are some of the most common means by which corporate
data is leaked. 

Data loss prevention (DLP) is a strategy for making sure that end users do not send sensitive or critical information
outside the corporate network. The term is also used to describe software products that help a network administrator
control what data end users can transfer. 

DLP software products use business rules to classify and protect confidential and critical information so that
unauthorized end users cannot accidentally or maliciously share data whose disclosure could put the organization at

Latest CAS-003 Dumps | CAS-003 Exam Questions | CAS-003 Braindumps                                2 / 5

https://www.pass4itsure.com/cas-003.html
https://www.pass4itsure.com/cas-003.html
https://www.pass4itsure.com/cas-003.html


https://www.pass4itsure.com/cas-003.html
2023 Latest pass4itsure CAS-003 PDF and VCE dumps Download

risk. For example, if an employee tried to forward a business email outside the corporate domain or upload a corporate
file to a consumer cloud storage service like Dropbox, the employee would be denied permission. 

Full-tunnel VPN should be required for all network communication. This will ensure that all data transmitted over the
network is encrypted which would prevent a malicious user accessing the data by using packet sniffing. 

 

QUESTION 3

While conducting online research about a company to prepare for an upcoming penetration test, a security analyst
discovers detailed financial information on an investor website the company did not make public. The analyst shares this
information with the Chief Financial Officer (CFO), who confirms the information is accurate, as it was recently
discussed at a board of directors meeting. Many of the details are verbatim discussion comments captured by the board
secretary for purposes of transcription on a mobile device. Which of the following would MOST likely prevent a similar
breach in the future? 

A. Remote wipe 

B. FDE 

C. Geolocation 

D. eFuse 

E. VPN 

Correct Answer: A 

 

 

QUESTION 4

A security engineer is working on a large software development project. As part of the design of the project, various
stakeholder requirements were gathered and decomposed to an implementable and testable level. 

Various security requirements were also documented. 

Organize the following security requirements into the correct hierarchy required for an SRTM. 

Requirement 1: The system shall provide confidentiality for data in transit and data at rest. 

Requirement 2: The system shall use SSL, SSH, or SCP for all data transport. 

Requirement 3: The system shall implement a file-level encryption scheme. 

Requirement 4: The system shall provide integrity for all data at rest. 

Requirement 5: The system shall perform CRC checks on all files. 

A. Level 1: Requirements 1 and 4; Level 2: Requirements 2, 3, and 5 

B. Level 1: Requirements 1 and 4; Level 2: Requirements 2 and 3 under 1, Requirement 5 under 4 

C. Level 1: Requirements 1 and 4; Level 2: Requirement 2 under 1, Requirement 5 under 4; Level 3: Requirement 3

Latest CAS-003 Dumps | CAS-003 Exam Questions | CAS-003 Braindumps                                3 / 5

https://www.pass4itsure.com/cas-003.html
https://www.pass4itsure.com/cas-003.html
https://www.pass4itsure.com/cas-003.html


https://www.pass4itsure.com/cas-003.html
2023 Latest pass4itsure CAS-003 PDF and VCE dumps Download

under 2 

D. Level 1: Requirements 1, 2, and 3; Level 2: Requirements 4 and 5 

Correct Answer: B 

Confidentiality and integrity are two of the key facets of data security. Confidentiality ensures that sensitive information
is not disclosed to unauthorized users; while integrity ensures that data is not altered by unauthorized users. These are 

Level 1 requirements. 

Confidentiality is enforced through encryption of data at rest, encryption of data in transit, and access control. Encryption
of data in transit is accomplished by using secure protocols such as PSec, SSL, PPTP, SSH, and SCP, etc. 

Integrity can be enforced through hashing, digital signatures and CRC checks on the files. 

In the SRTM hierarchy, the enforcement methods would fall under the Level requirement. 

References: 

Gregg, Michael, and Billy Haines, CASP CompTIA Advanced Security Practitioner Study Guide, John Wiley and Sons,
Indianapolis, 2012, pp. 17-19, 20, 27-29 

 

QUESTION 5

A company uses an enterprise desktop imaging solution to manage deployment of its desktop computers. Desktop
computer users are only permitted to use software that is part of the baseline image. Which of the following technical
solutions was MOST likely deployed by the company to ensure only known-good software can be installed on corporate
desktops? 

A. Network access control 

B. Configuration Manager 

C. Application whitelisting 

D. File integrity checks 

Correct Answer: C 
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