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QUESTION 1

A security engineer is assessing a new IoT product. The product interfaces with the ODBII port of a vehicle and uses a
Bluetooth connection to relay data to an onboard data logger located in the vehicle. The data logger can only transfer
data over a custom USB cable. The engineer suspects a relay attack is possible against the cryptographic
implementation used to secure messages between segments of the system. Which of the following tools should the
engineer use to confirm the analysis? 

A. Binary decompiler 

B. Wireless protocol analyzer 

C. Log analysis and reduction tools 

D. Network-based fuzzer 

Correct Answer: B 

 

QUESTION 2

A development team releases updates to an application regularly. The application is compiled with several standard
open-source security products that require a minimum version for compatibility. During the security review portion of the
development cycle, which of the following should be done to minimize possible application vulnerabilities? 

A. The developers should require an exact version of the open-source security products, preventing the introduction of
new vulnerabilities. 

B. The application development team should move to an Agile development approach to identify security concerns
faster 

C. The change logs for the third-party libraries should be reviewed for security patches, which may need to be included
in the release. 

D. The application should eliminate the use of open-source libraries and products to prevent known vulnerabilities from
being included. 

Correct Answer: C 

 

QUESTION 3

A security analyst, Ann, states that she believes Internet facing file transfer servers are being attacked. Which of the
following is evidence that would aid Ann in making a case to management that action needs to be taken to safeguard
these servers? 

A. Provide a report of all the IP addresses that are connecting to the systems and their locations 

B. Establish alerts at a certain threshold to notify the analyst of high activity 

C. Provide a report showing the file transfer logs of the servers 

D. Compare the current activity to the baseline of normal activity 
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Correct Answer: D 

In risk assessment a baseline forms the foundation for how an organization needs to increase or enhance its current
level of security. This type of assessment will provide Ann with the necessary information to take to management. 

 

QUESTION 4

A software project manager has been provided with a requirement from the customer to place limits on the types of
transactions a given user can initiate without external interaction from another user with elevated privileges. This
requirement is BEST described as an implementation of: 

A. an administrative control 

B. dual control 

C. separation of duties 

D. least privilege 

E. collusion 

Correct Answer: C 

Separation of duties requires more than one person to complete a task. 

 

QUESTION 5

The helpdesk department desires to roll out a remote support application for internal use on all company computers.
This tool should allow remote desktop sharing, system log gathering, chat, hardware logging, inventory management,
and remote registry access. The risk management team has been asked to review vendor responses to the RFQ. Which
of the following questions is the MOST important? 

A. What are the protections against MITM? 

B. What accountability is built into the remote support application? 

C. What encryption standards are used in tracking database? 

D. What snapshot or "undo" features are present in the application? 

E. What encryption standards are used in remote desktop and file transfer functionality? 

Correct Answer: B 
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