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QUESTION 1

After connecting to a secure payment server at https://pay.xyz.com, an auditor notices that the SSL certificate was
issued to *.xyz.com. The auditor also notices that many of the internal development servers use the same certificate.
After installing the certificate on dev1.xyz.com, one of the developers reports misplacing the USB thumb-drive where the
SSL certificate was stored. Which of the following should the auditor recommend FIRST? 

A. Generate a new public key on both servers. 

B. Replace the SSL certificate on dev1.xyz.com. 

C. Generate a new private key password for both servers. 

D. Replace the SSL certificate on pay.xyz.com. 

Correct Answer: D 

 

QUESTION 2

An administrator\\'s company has recently had to reduce the number of Tier 3 help desk technicians available to support
enterprise service requests. As a result, configuration standards have declined as administrators develop scripts to
troubleshoot and fix customer issues. The administrator has observed that several default configurations have not been
fixed through applied group policy or configured in the baseline. Which of the following are controls the administrator
should recommend to the organization\\'s security manager to prevent an authorized user from conducting internal
reconnaissance on the organization\\'s network? (Select THREE). 

A. Network file system 

B. Disable command execution 

C. Port security 

D. TLS 

E. Search engine reconnaissance 

F. NIDS 

G. BIOS security 

H. HIDS 

I. IdM 

Correct Answer: BGI 

 

QUESTION 3

A Security Manager is part of a team selecting web conferencing systems for internal use. The system will only be used
for internal employee collaboration. Which of the following are the MAIN concerns of the security manager? (Select
THREE). 
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A. Security of data storage 

B. The cost of the solution 

C. System availability 

D. User authentication strategy 

E. PBX integration of the service 

F. Operating system compatibility 

Correct Answer: ACD 

 

QUESTION 4

Company XYZ is building a new customer facing website which must access some corporate resources. The company
already has an internal facing web server and a separate server supporting an extranet to which suppliers have access. 

The extranet web server is located in a network DMZ. The internal website is hosted on a laptop on the internal
corporate network. The internal network does not restrict traffic between any internal hosts. Which of the following
locations will BEST secure both the intranet and the customer facing website? 

A. The existing internal network segment 

B. Dedicated DMZ network segments 

C. The existing extranet network segment 

D. A third-party web hosting company 

Correct Answer: B 

 

QUESTION 5

A bank now has a major initiative to virtualize as many servers as possible, due to power and rack space capacity at
both data centers. The bank has prioritized by virtualizing older servers first as the hardware is nearing end-of-life. 

The two initial migrations include: 

Windows 2000 hosts: domain controllers and front-facing web servers RHEL3 hosts: front-facing web servers 

Which of the following should the security consultant recommend based on best practices? 

A. One data center should host virtualized web servers and the second data center should host the virtualized domain
controllers. 

B. One virtual environment should be present at each data center, each housing a combination of the converted
Windows 2000 and RHEL3 virtual machines. 

C. Each data center should contain one virtual environment for the web servers and another virtual environment for the
domain controllers. 
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D. Each data center should contain one virtual environment housing converted Windows 2000 virtual machines and
converted RHEL3 virtual machines. 

Correct Answer: C 
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