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QUESTION 1

A company has purchased a new system, but security personnel are spending a great deal of time on system
maintenance. A new third party vendor has been selected to maintain and manage the company\\'s system. Which of
the following document types would need to be created before any work is performed? 

A. IOS 

B. ISA 

C. SLA 

D. OLA 

Correct Answer: C 

 

QUESTION 2

An information security assessor for an organization finished an assessment that identified critical issues with the
human resource new employee management software application. The assessor submitted the report to senior
management but nothing has happened. Which of the following would be a logical next step? 

A. Meet the two key VPs and request a signature on the original assessment. 

B. Include specific case studies from other organizations in an updated report. 

C. Schedule a meeting with key human resource application stakeholders. 

D. Craft an RFP to begin finding a new human resource application. 

Correct Answer: C 

 

QUESTION 3

The company\\'s marketing department needs to provide more real-time interaction with its partners and consumers and
decides to move forward with a presence on multiple social networking sites for sharing information. Which of the
following minimizes the potential exposure of proprietary information? 

A. Require each person joining the company\\'s social networking initiative to accept a non- disclosure agreement. 

B. Establish a specific set of trained people that can release information on the organization\\'s behalf. 

C. Require a confidential statement be attached to all information released to the social networking sites. 

D. Establish a social media usage policy and provide training to all marketing employees. 

Correct Answer: B 

 

QUESTION 4
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A team is established to create a secure connection between software packages in order to list employee\\'s remaining
or unused benefits on their paycheck stubs. Which of the following business roles would be MOST effective on this
team? 

A. Network Administrator, Database Administrator, Programmers 

B. Network Administrator, Emergency Response Team, Human Resources 

C. Finance Officer, Human Resources, Security Administrator 

D. Database Administrator, Facilities Manager, Physical Security Manager 

Correct Answer: C 

 

QUESTION 5

A company data center provides Internet based access to email and web services. 

The firewall is separated into four zones: RED ZONE is an Internet zone 

ORANGE ZONE a Web DMZ 

YELLOW ZONE an email DMZ 

GREEN ZONE is a management interface 

There are 15 email servers and 10 web servers. The data center administrator plugs a laptop into the management
interface to make firewall changes. The administrator would like to secure this environment but has a limited budget.
Assuming each addition is an appliance, which of the following would provide the MOST appropriate placement of
security solutions while minimizing the expenses? 

A. RED ZONE: none ORANGE ZONE: WAF YELLOW ZONE: SPAM Filter GREEN ZONE: none 

B. RED ZONE: Virus Scanner, SPAM Filter ORANGE ZONE: NIPS YELLOW ZONE: NIPS GREEN ZONE: NIPS 

C. RED ZONE: WAF, Virus Scanner ORANGE ZONE: NIPS YELLOW ZONE: NIPS GREEN ZONE: SPAM Filter 

D. RED ZONE: NIPS ORANGE ZONE: WAF YELLOW ZONE: Virus Scanner, SPAM Filter GREEN ZONE: none 

Correct Answer: D 
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