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QUESTION 1

A company has a single subnet in a small office. The administrator wants to limit non-web related traffic to the corporate
intranet server as well as prevent abnormal HTTP requests and HTTP protocol anomalies from causing problems with
the web server.

Which of the following is the MOST likely solution?

A. Application firewall and NIPS

B. Edge firewall and HIDS

C. ACLs and anti-virus

D. Host firewall and WAF

Correct Answer: D

QUESTION 2
Which of the following implementations of a continuous monitoring risk mitigation strategy is correct?

A. Audit successful and failed events, transfer logs to a centralized server, institute computer assisted audit reduction,
and email alerts to NOC staff hourly.

B. Audit successful and critical failed events, transfer logs to a centralized server once a month, tailor logged event
thresholds to meet organization goals, and display alerts in real time when thresholds are approached.

C. Audit successful and failed events, transfer logs to a centralized server, institute computer assisted audit reduction,
tailor logged event thresholds to meet organization goals, and display alerts in real time when thresholds are exceeded.

D. Audit failed events only, transfer logs to a centralized server, implement manual audit reduction, tailor logged event
thresholds to meet organization goals, and display alerts in real time when thresholds are approached and exceeded.

Correct Answer: C

QUESTION 3

A security administrator was doing a packet capture and noticed a system communicating with an address within the
2001::/32 prefix. The network administrator confirms there is no IPv6 routing into or out of the network. Which of the
following is the BEST course of action?

A. Investigate the network traffic and block UDP port 3544 at the firewall

B. Remove the system from the network and disable IPv6 at the router

C. Locate and remove the unauthorized 6to4 relay from the network

D. Disable the switch port and block the 2001::/32 traffic at the firewall
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Correct Answer: A

QUESTION 4

The Universal Research Association has just been acquired by the Association of Medical Business Researchers. The
new conglomerate has funds to upgrade or replace hardware as part of the acquisition, but cannot fund labor for major
software projects.

Which of the following will MOST likely result in some IT resources not being integrated?

A. One of the companies may use an outdated VDI.

B. Corporate websites may be optimized for different web browsers.

C. Industry security standards and regulations may be in conflict.

D. Data loss prevention standards in one company may be less stringent.

Correct Answer: C

QUESTION 5

A Chief Information Security Officer (CISO) has been trying to eliminate some IT security risks for several months.
These risks are not high profile but still exist. Furthermore, many of these risks have been mitigated with innovative
solutions. However, at this point in time, the budget is insufficient to deal with the risks.

Which of the following risk strategies should be used?

A. Transfer the risks

B. Avoid the risks

C. Accept the risks

D. Mitigate the risks

Correct Answer: C
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