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QUESTION 1

A network security engineer would like to allow authorized groups to access network devices with a shell restricted to
only show information while still authenticating the administrator\\'s group to an unrestricted shell. Which of the following
can be configured to authenticate and enforce these shell restrictions? (Select TWO). 

A. Single Sign On 

B. Active Directory 

C. Kerberos 

D. NIS+ 

E. RADIUS 

F. TACACS+ 

Correct Answer: EF 

 

 

QUESTION 2

Company A is purchasing Company B. Company A uses a change management system for all IT processes while
Company B does not have one in place. Company B\\'s IT staff needs to purchase a third party product to enhance
production. 

Which of the following NEXT steps should be implemented to address the security impacts this product may cause? 

A. Purchase the product and test it in a lab environment before installing it on any live system. 

B. Allow Company A and B\\'s IT staff to evaluate the new product prior to purchasing it. 

C. Purchase the product and test it on a few systems before installing it throughout the entire company. 

D. Use Company A\\'s change management process during the evaluation of the new product. 

Correct Answer: D 

 

 

QUESTION 3

A company decides to purchase COTS software. This can introduce new security risks to the network. Which of the
following is the BEST description of why this is true? 

A. COTS software is typically well known and widely available. Information concerning vulnerabilities and viable attack
patterns are never revealed by the developer to avoid a lawsuit. 

B. COTS software is not well known and is only available in limited quantities. Information concerning vulnerabilities is
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kept internal to the company that developed the software. 

C. COTS software is well known and widely available. Information concerning vulnerabilities and viable attack patterns
is typically ignored within the IT community. 

D. COTS software is well known and widely available. Information concerning vulnerabilities and viable attack patterns
is typically shared within the IT community. 

Correct Answer: D 

 

 

QUESTION 4

Which of the following BEST describes the implications of placing an IDS device inside or outside of the corporate
firewall? 

A. Placing the IDS device inside the firewall will allow it to monitor potential internal attacks but may increase the load on
the system. 

B. Placing the IDS device outside the firewall will allow it to monitor potential remote attacks while still allowing the
firewall to block the attack. 

C. Placing the IDS device inside the firewall will allow it to monitor potential remote attacks but may increase the load on
the system. 

D. Placing the IDS device outside the firewall will allow it to monitor potential remote attacks but the firewall will not be
able to block the attacks. 

Correct Answer: B 

 

QUESTION 5

During a recent audit of servers, a company discovered that a network administrator, who required remote access, had
deployed an unauthorized remote access application that communicated over common ports already allowed through
the firewall. A network scan showed that this remote access application had already been installed on one third of the
servers in the company. 

Which of the following is the MOST appropriate action that the company should take to provide a more appropriate
solution? 

A. Implement an IPS to block the application on the network 

B. Implement the remote application out to the rest of the servers 

C. Implement SSL VPN with SAML standards for federation 

D. Implement an ACL on the firewall with NAT for remote access 

Correct Answer: C 
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