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QUESTION 1

SIMULATION An administrator wants to install a patch to an application. Given the scenario, download, verify and install
the patch in the most secure manner. Instructions The last install that is completed will be the final submission 

Correct Answer: Check the answer in Explanation

Explanation:

 

QUESTION 2

An organization has had component integration related vulnerabilities exploited in consecutive releases of the software
it hosts. The only reason the company was able to identify the compromises was because of a correlation of slow server
performance and an attentive security analyst noticing unusual outbound network activity from the application servers.
End-to-end management of the development process is the responsibility of the applications development manager and
testing is done by various teams of programmers. 

Which of the following will MOST likely reduce the likelihood of similar incidents? 

A. Conduct monthly audits to verify that application modifications do not introduce new vulnerabilities. 

B. Implement a peer code review requirement prior to releasing code into production. 

C. Follow secure coding practices to minimize the likelihood of creating vulnerable applications. 

D. Establish cross-functional planning and testing requirements for software development activities. 
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Correct Answer: D 

 

 

QUESTION 3

A trust relationship has been established between two organizations with web based services. One organization is
acting as the Requesting Authority (RA) and the other acts as the Provisioning Service Provider (PSP). Which of the
following is correct about the trust relationship? 

A. The trust relationship uses SAML in the SOAP header. The SOAP body transports the SPML requests / responses. 

B. The trust relationship uses XACML in the SAML header. The SAML body transports the SOAP requests / responses. 

C. The trust relationship uses SPML in the SOAP header. The SOAP body transports the SAML requests / responses. 

D. The trust relationship uses SPML in the SAML header. The SAML body transports the SPML requests / responses. 

Correct Answer: A 

 

 

QUESTION 4

The company is considering issuing non-standard tablet computers to executive management. Which of the following is
the FIRST step the security manager should perform? 

A. Apply standard security policy settings to the devices. 

B. Set up an access control system to isolate the devices from the network. 

C. Integrate the tablets into standard remote access systems. 

D. Develop the use case for the devices and perform a risk analysis. 

Correct Answer: D 

 

 

QUESTION 5

When authenticating over HTTP using SAML, which of the following is issued to the authenticating user? 

A. A symmetric key 

B. A PKI ticket 

C. An X.509 certificate 

D. An assertion ticket 
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Correct Answer: D 
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