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QUESTION 1

A security manager is developing new policies and procedures. Which of the following is a best practice in end user
security?

A. Employee identity badges and physical access controls to ensure only staff are allowed onsite.
B. A training program that is consistent, ongoing, and relevant.

C. Access controls to prevent end users from gaining access to confidential data.

D. Access controls for computer systems and networks with two-factor authentication.

Correct Answer: B

QUESTION 2

A security audit has uncovered that some of the encryption keys used to secure the company B2B financial transactions
with its partners may be too weak. The security administrator needs to implement a process to ensure that financial
transactions will not be compromised if a weak encryption key is found.

Which of the following should the security administrator implement?

A. Entropy should be enabled on all SSLv2 transactions.

B. AES256-CBC should be implemented for all encrypted data.

C. PFS should be implemented on all VPN tunnels.

D. PFS should be implemented on all SSH connections.

Correct Answer: C

QUESTION 3

A business wants to start using social media to promote the corporation and to ensure that customers have a good
experience with their products. Which of the following security items should the company have in place before
implementation? (Select TWO).

A. The company must dedicate specific staff to act as social media representatives of the company.

B. All staff needs to be instructed in the proper use of social media in the work environment.

C. Senior staff blogs should be ghost written by marketing professionals.

D. The finance department must provide a cost benefit analysis for social media.
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E. The security policy needs to be reviewed to ensure that social media policy is properly implemented.
F. The company should ensure that the company has sufficient bandwidth to allow for social media traffic.

Correct Answer: AE

QUESTION 4

A small retail company recently deployed a new point of sale (POS) system to all 67 stores. The core of the POS is an
extranet site, accessible only from retail stores and the corporate office over a split-tunnel VPN. An additional split-
tunnel VPN provides bi-directional connectivity back to the main office, which provides voice connectivity for store VolP
phones. Each store offers guest wireless functionality, as well as employee wireless. Only the staff wireless network has
access to the POS VPN. Recently, stores are reporting poor response times when accessing the POS application from
store computers as well as degraded voice quality when making phone calls. Upon investigation, it is determined that
three store PCs are hosting malware, which is generating excessive network traffic. After malware removal, the
information security department is asked to review the configuration and suggest changes to prevent this from
happening again.

Which of the following denotes the BEST way to mitigate future malware risk?

A. Deploy new perimeter firewalls at all stores with UTM functionality.

B. Change antivirus vendors at the store and the corporate office.

C. Move to a VDI solution that runs offsite from the same data center that hosts the new POS solution.

D. Deploy a proxy server with content filtering at the corporate office and route all traffic through it.

Correct Answer: A

QUESTION 5

An organization must comply with a new regulation that requires the organization to determine if an external attacker is
able to gain access to its systems from outside the network. Which of the following should the company conduct to meet
the regulation\\'s criteria?

A. Conduct a compliance review

B. Conduct a vulnerability assessment

C. Conduct a black box penetration test

D. Conduct a full system audit

Correct Answer: C
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