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QUESTION 1

The administrator needs to identify any security role references and security constraints in a web application. 

How can the administrator identify these roles and constraints? 

A. ibm-application-ext.xml file using a text editor. 

B. ibmconfig folder in the application after using the EARExpander command. 

C. Web deployment descriptor using IBM Assembly and Deploy Tools. 

D. Security role to user/group mapping by using the Integrated Solutions Console (ISC). 

Correct Answer: C 

Securing web applications using an assembly tool. You can use three types of web login authentication mechanisms to
configure a web application: basic authentication, form-based authentication and client certificate-based authentication.
Protect web resources in a web application by assigning security roles to those resources. 

References: https://www.ibm.com/support/knowledgecenter/SS7JFU_8.5.5/com.ibm.websphere.nd.doc/ ae/
tsec_secweb_atk.html 

 

QUESTION 2

A system administrator needs to create a cell for a test environment. The administrator uses the Profile Management
Tool (PMT) to create the deployment manager profile using the advanced profile creation option and creates a custom
profile using the typical profile creation option. The administrator examines the log files for the custom profile creation
and sees an INSTCONFFAIL message indicating the deployment manager was not running during the custom profile
creation. 

How should the administrator fix this? 

A. Delete the custom profile.Start the deployment manager.Create the custom profile again. 

B. Start the deployment manager.Use PMT to re-create the custom profile. 

C. Use the syncNode command to synchronize the node. 

D. Run the addNode command to federate the custom profile. 

Correct Answer: A 

Deleting profiles. You can delete a profile using the manageprofiles command. If the command fails, you can delete the
profile using operating system commands. 

Before you begin: If a node within a profile is federated to a deployment manager, before you delete the profile, stop the
node and remove the node from the deployment manager. Otherwise, an orphan node remains in the deployment
manager. 

References: https://www.ibm.com/support/knowledgecenter/en/SSAW57_8.5.5/com.ibm.websphere.nd.doc/ae/
tpro_removeprofile.html 
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QUESTION 3

A system administrator needs to set a new Liberty profile environment to support an application. 

What should the administrator do to enable this environment for high availability and scalability of the application? 

A. Define multiple server members in one collective controller. 

B. Define multiple servers in a cluster in one collective controller. 

C. Define multiple collective controllers within a Liberty collective. 

D. Define multiple server members in multiple collective controllers. 

Correct Answer: B 

Setting up Liberty server clusters A Liberty can be configured into a server cluster for application high availability and
scale. The collectiveController-1.0 feature and its capabilities are available only in multiple-server products such as
WebSphere?Application Server Liberty Network Deployment and WebSphere Application Server Liberty for z/OS. The
feature is not available in single- server products such as WebSphere Application Server Liberty, WebSphere
Application Server Liberty - Express, or WebSphere Application Server Liberty Core. If you have a multiple-server
product installation, you can use its collectiveController-1.0 feature to work with collective members from single-server
products. 

References: https://www.ibm.com/support/knowledgecenter/en/SSAW57_8.5.5/com.ibm.websphere.wlp .nd.doc/ae/
cwlp_server_clusters.html 

 

QUESTION 4

A system administrator has created a Jython script that will run in WebSphere Network cell where administrative
security is enabled. This script is named doUpdate.py and will be run by using the following: 

wsadmin –connType RMI –f doUpdate.py 

How can the administrator suppress a user/password prompt from appearing when this script is run? 

Set the user and password in the: 

A. sas.client.props file. 

B. ssl.client.props file. 

C. soap.client.props file. 

D. wsadmin.properties file. 

Correct Answer: A 

The user Id and password needed for wsadmin to connect to a secured server can be supplied as command line
options and in properties files. If used together, command line options take precedence over what is in the properties
files. The properties files are located at Profile_root/properties. 

If you use a Remote Method Invocation (RMI) connector or a JSR160RMI connector, set the following properties in the
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sas.client.props file with the appropriate values: com.ibm.CORBA.loginUserid= com.ibm.CORBA.loginPassword= 

References: https://www.ibm.com/support/knowledgecenter/SSAW57_8.5.5/com.ibm.websphere.nd.doc /ae/
txml_security.html 

 

QUESTION 5

A system administrator has to design a new production environment to host a web application. The workload of this web
application is expected to increase during special marketing campaigns. 

Which one of the following topologies should the administrator configure to address the requirements for this new
environment? 

A. A Liberty collective environment with autonomic managers and on demand router (ODR). 

B. A flexible management environment supported by one admin agent running in each node of the cell. 

C. A dynamic cluster with autonomic managers, application placement controller and intelligent routers. 

D. A heterogeneous cell with enough server to support the peak load spread across multiple nodes on the same
machine. 

Correct Answer: C 

A dynamic cluster is a server cluster that uses weights and workload management to balance the workloads of its
cluster members dynamically, based on performance information that is collected from the cluster members. Dynamic
clusters enable application server virtualization. A dynamic cluster is an application deployment target that can expand
and contract depending on the workload in your environment. Dynamic clusters work with autonomic managers,
including the application placement controller and the dynamic workload manager to maximize the use of your
computing resources. Dynamic clusters are required for many of the Intelligent Management autonomic functions,
including high availability and service policies. 

References: https://www.ibm.com/support/knowledgecenter/en/SSAW57_8.5.5/com.ibm.websphere.nd.doc/ae/
cwve_odrdynamiccluster.html 
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