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QUESTION 1

An Administrator of an IBM Security QRadar SIEM V7.2.8 deployment needs to exclude the mail servers 

from a custom rule. 

How would the Administrator complete this task? 

A. Create a building block that includes the IP addresses of all mail servers, use that building block in the custom rule, to
exclude those hosts. 

B. Create several rules excluding each mail server. Place these rules with the custom rule in a master rule, making sure
the custom rule is last in the sequence. 

C. Create a custom rule. In the "Rule Response" section of the Rule Wizard, select the Trigger Scan option. Add the
mail server IP Addresses to the table and select exclude. 

D. Create the custom rule. Create a Custom Action from the Admin Tab, to exclude the mail servers IP Addresses. In
the "Rule Response" section of the Rule Wizard, select the Execute Custom Action option, selecting the appropriate
Custom Action. 

Correct Answer: A 

Building blocks use the same tests as rules, but have no actions associated with them. Building blocks group together
commonly used tests, to build complex logic, so they can be used in rules. Building blocks are often configured to test
groups of IP addresses, privileged usernames, or collections of event names. For example, you might create a building
block that includes the IP addresses of all mail servers in your network, then use that building block in another rule, to
exclude those hosts. The building block defaults are provided as guidelines, which should be reviewed and edited based
on the needs of your network. 

 

QUESTION 2

An IBM Security QRadar SIEM V7.2.8 Administrator needs to check if the "hostcontext" process is running. How can the
Administrator do this? 

A. hostcontext status 

B. status hostcontext service 

C. service hostcontext status 

D. /etc/qradar/hostcontext status 

Correct Answer: C 

 

 

QUESTION 3

An Administrators will add a secondary host to an IBM Security QRadar SIEM V7.2.8 Console in a High 
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Availability (HA) deployment scenario. 

After checking the compatibility between primary and secondary HA pairs, what other prerequisite should 

the Administrator check within Managed Interfaces? 

A. The shared external storage. 

B. The server certificate that is issued by the local CA. 

C. The existence of an additional distributed file system. 

D. The communication for Distributed Replicated Block Device. 

Correct Answer: D 

CP port 7789 must be open and allow communication between the primary and secondary for Distributed 

Replicated Block Device (DRBD) traffic. 

DRBD traffic is responsible for disk replication and is bidirectional between the primary and secondary 

host. 

 

QUESTION 4

An IBM Security QRadar SIEM V7.2.8 deployment configured with High-Availability (HA) has both a 

primary and secondary host. The administrator needs to test the operation of the primary high-availability 

(HA) host automatic failover to the secondary HA host. 

What must be configured to accomplish this test? 

A. Configure the time interval of heartbeat timeout tests so the secondary HA host receives a response from the primary
HA host within 2 minutes. 

B. Configure the time interval of heartbeat timeout tests so the secondary HA host does not receive a response from the
primary HA host within 2 minutes. 

C. Configure the time interval of heartbeat ping tests so the secondary HA host receives a response from the primary
HA host within a preconfigured time period. 

D. Configure the time interval of the heartbeat ping tests so the secondary HA host does not receive a response from
the primary HA host within a preconfigured time period. 

Correct Answer: C 

 

 

QUESTION 5

What must be done when creating a user with a non-admin role on an IBM Security QRadar SIEM V7.2.8 system that is
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utilizing Active Directory authentication? 

A. Ensure the password has a minimum of 8 characters. 

B. Create the user\\'s initial password and have them change it immediately. 

C. Ensure the user\\'s QRadar password matches their Active Directory password. 

D. A password does not need to be set on QRadar when using Active Directory authentication. 

Correct Answer: C  
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