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QUESTION 1

Which statement is true about network firewalls preventing Web application attacks? 

A. Network firewalls cannot prevent attacks because ports 80 and 443 must be open. 

B. If configured properly, network firewalls can prevent attacks. 

C. Network firewalls cannot prevent attacks because it is too complex to configure. 

D. Network firewalls can prevent attacks because they can detect malicious HTTP traffic. 

Correct Answer: A 

 

QUESTION 2

Which type of vulnerability allows an attacker to execute a malicious script in a user browser? 

A. Cross-site Scripting 

B. Injection Flaw 

C. Insecure Direct Object Reference 

D. Failure to restrict URL access 

Correct Answer: A 

 

QUESTION 3

Directories containing sensitive files must be hidden from the user. What is the best way to hide the existence and
content of such a directory? 

A. configure your Web server to issue a response:403 ?Access forbidden 

B. configure your Web server to issue a response: 302 - Redirect to home 

C. list the directory contents 

D. configure your Web server to issue a response: 404 - Not Found 

Correct Answer: D 

 

QUESTION 4

Which three steps should you take before running a security scan with AppScan? (Choose three.) 

A. notify application users 
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B. notify IT and Web Operations teams 

C. backup your database 

D. disable employed SMTP server 

E. ensure only one thread is specified in theAppScan configuration 

F. ensure that you have specified which reports you want to create 

Correct Answer: BCD 

 

QUESTION 5

In the AppScan Application Data view, what can help you determine if your application was fully explored? (Choose
two.) 

A. Visited URLs 

B. JavaScripts 

C. Cookies 

D. Broken links 

Correct Answer: AD 
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