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QUESTION 1

Which username/passwords combination would NOT be reported as predictable by AppScan? 

A. admin/admin 

B. johnr/Na2acrA 

C. user1/password 

D. johnr/nascar 

Correct Answer: B 

 

QUESTION 2

AppScan sent the following test HTTP request: 

GET /web/content/index.php?file=/../../../../../../../../etc/passwd%00 HTTP/1.0 

Cookie: 

JSESSIONID=dqt0LSnfhdVyTJkCwTwfLQQSkTTGYX9D79tLLpT1yLQjVhSpZKP9!914376523; customerLanguage=en 

Accept: */* 

Accept-Language: en-US 

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Win32) 

Host: www.ibm.com 

Although, there is no indication in the response about the existence of a password file, AppScan reported vulnerability
with the following reasoning: 

Global Validation found an embedded script in the response (alert(25053)), which was probably injected by a previous
test. 

The presence of this script in the site suggests that the application is vulnerable to which type of attack? 

A. Stored Cross-site Scripting 

B. Cross-site Scripting 

C. Namazu Path Traversal 

D. Directory Listing 

Correct Answer: A 
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QUESTION 3

Which AppScan report type relates to Sarbanes-Oxley Act, HIPPA and FISMA? 

A. Compliance 

B. WASC Threat Classification 

C. OWASP Top 10 

D. Delta Analysis 

Correct Answer: A 

 

QUESTION 4

Which Web application operation indicates that the application may be vulnerable to Cross-site Request Forgery? 

A. GETtransferfunds.aspx?sacct=3434dacct=56745formtoken= YUR345 

B. GETsendemail.aspx?address=jsmith@dfg.com subject=hello content= 

C. GET search.aspx text=ersonal banking 

D. GET login.aspx 

Correct Answer: B 

 

QUESTION 5

AppScan received the following test response: 

An Error Has Occurred 

Summary: 

Syntax error in string in query expression \\'userid = \\'\\'. Error Message: 

System.Data.OleDb.OleDbException: Syntax error in string in query expression \\'userid = \\'\\'. at
System.Data.OleDb.OleDbCommand.ExecuteCommandTextForSingleResult(tagDBPARAMS dbParams, Object
executeResult) at ? 

Which type of vulnerability does this error message indicate? 

A. SQL Injection 

B. Blind SQL Injection 

C. XSS 

D. Possible Server Path Disclosure Found 

Correct Answer: A 
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