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QUESTION 1

Which lines in an HTTP response would trigger a positive result from an AppScan test for a vulnerability of type Possible
Server Path Disclosure Pattern Found?

A.

B.

C. d:\backup\website\oldfiles

D. ./images/header/ibm/logoBigBlue.jpg

Correct Answer: C

QUESTION 2

Which HTTP response codes trigger Application Error vulnerabilities?
A. 500

B. 302

C. 403

D. 200

Correct Answer: A

QUESTION 3

An AppScan test successfully embedded the following lines in an HTTP response header (in bold): HTTP/1.1 200 OK
Content-Length: 5710

Connection: close Date: Wed, 07 May 2008 19:36:28 GMT

Server: Microsoft-11S/6.0 X-Powered-By: ASP.NET X-AspNet-Version: 2.0.50727

Set-Cookie: lang=Foobar AppScanHeader: AppScanValue/1.2-3 SecondAppScanHeader: whatever; path=/
Cache-Control: private Content-Type: text/html; charset=utf-8

Which type of vulnerability does this indicate?

A. Cross-site Scripting

B. XPath Injection

C. HTTP Response Splitting

D. SQL Injection
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Correct Answer: C

QUESTION 4

You are scanning a Web site in a pre-production environment. You notice that your scan is running very slowly and
there are numerous communication errors. What would you do to resolve the problem?

A. increase the number of threads and decrease the timeout limit
B. decrease the number of threads and increase the timeout limit
C. increase the number of threads and increase the timeout limit
D. set the timeout to O for infinite timeout

Correct Answer: B

QUESTION 5

How does an attacker exploit Web application vulnerabilities?

A. by hacking the firewall

B. by installing viruses on a usermachineby installing viruses on a user? machine
C. by sending malicious HTTP requests

D. by sniffing the traffic between a user and the Web server

Correct Answer: C
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