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QUESTION 1

What protocol can make use of cyclic redundancy check (CRC)?
A.CTCA

B. TCP/IP

C. SNA LUO

D. SNA LU6.2

Correct Answer: B

QUESTION 2

A Sterling Connect:Direct administrator is viewing a trace where the PNODE is unable to send secure files to the
SNODE.

The following information was extracted from a trace: What is the cause of this problem?
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PID=27331 01/17 23:07:11:992760 oMM TRACE SEND

=27331 ERH VALUE Oxla000000
=Z7331 ©ERH DECCDE FREQUEST: CH=ONLY RESP=EXC CH& DIR FMH

=Z7331

=27331 COFFSET EUFFER LENGTH = 180

=Z7331 0000oooo 4245474E 63687234 464D3638 464D4044 *%GHcthFMEEFMID*
=2Z7331 00000010 696E7431 00000068 S544E4F44 73747200 "*:L hTHOD=st: *
=27331 000000z0 oooooooe T4eFVI6d e963R0TE EFDDDDEH:!.\ FNODE i
=Z7331 00000030 S04c5850 73747200 00000005 E3TD?56E}*PLXPS1:I cpun*

=27331 00000040 76000000 SO4ES54D £96E7434 O@00O0TA +x  PNUMint4 *

=27331 00000050 S0574c42 74727565 43404153 6OBEPA34 *PWLBtrueCLASintd*

=27331 000000&D O00DDD01 4D53534E £96E7434 0000000 * MESNint4 *

=27331 00000070 464C4F3Z 74727565 5043§§&§x55515c?3 *FLOZ truePCRCfals®

=27331 00000080 444E4F44 73747200 00@E0O00Y 737S6EGE *DNODstr SHODE*

=27331 00000090 BECEFT7AS 72000000 435§§QSD EIEE7434 * CRYPintd*

=27331 000000a0 00000002 5353464807492 7565 454E4400 + SSLEtrucEND *

=27331 000000LO TEEFED6RY L™ *yoid *
- 4

PID=27331 01/17 23:07:12:100884 {1}@¢ TRACE RECEIVE

=27331 RH VALTE O3 0=a0@E000,

=27331 RH DECODE RESP@HSE-’H@GATIvE SENSE CHG DIR

=z7331 "1

=Z7331 OFF3IET QUfFEg! LENGTH = 4

Errars after receiving resputﬂefttﬁm SNODE:

PMODE: o A
XEMGEZISAN exception response was received during process exec.
CSPAZ00E “8ecure+ protocol mismatch.
®5MGE31] - SMGR failed to receive a FMH from the remote Session Manager.
#akGe00! - SMGR (snode) didn't receive FMHES during session start.

Mote: PMNODE sends FMES - Immediate failure ocours.

A. The PNODE has common name enabled.A.The PNODE has common name enabled.
B. The SNODE has disabled Secure+ protocol.B.The SNODE has disabled Secure+ protocol.

C. The PNODE does not have a matching cipher suite for the SNODE.C.The PNODE does not have a matching cipher
suite for the SNODE.

D. The PNODE has configured the wrong protocol (TLS or SSL) for the SNODE.D.The PNODE has configured the
wrong protocol (TLS or SSL) for the SNODE.

Correct Answer: D

QUESTION 3

A Sterling Connect:Direct for Windows administrator is customizing Connect:Direct Secure+ to enable Certificate
Revocation List (CRL) checking. Which task below does NOT apply to this customization?

A. Specify the certificate validation definition to use.
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B. Enable and configure the .Client record with TLS or SSL protocol.
C. Update the .SEAServer record with the External Authentication Server host address and port.
D. Enable and configure the remote node record with TLS or SSL protocol and enable external authentication.

Correct Answer: B

QUESTION 4

A Sterling Connect:Direct for UNIX administrator is configuring the Connect:Direct Secure+ Option to securely transfer
files. During the test, the connection failed and the administrator extracted the following information from the PNODE
trace:

PID=17322 02709 08:12:37:0:5473
PID=17322 02709 0B8:12:37:038493 C33L3ession: :Connect entered

=17322 cdspssl: CipherZuites: DHE-RSA-AESZS6-SHA:AEZZS6-SHA:DHE-RSA-AES1Z8-SHA:AES1Z8-3HA:RC4-3HA:RCA-MD
5:EDH-R3A-DES-CBC3-3HA:DES-CECI-SHA:EDH-R3A-DES-CEC-3HA:DES-CEC-3HA:EXP-RC4-MD5: EXP-DES-CEC-SHA: EXP-RCZ-CEC-MD5: NULL-

SHAINULL-MD5

551 Connect entered.

PID=17322 02709 08:12:37:161357 C3sL3ession: :VerifyCallback entered, Dk?'i'
=17322 cdspssl: depth=0 B
subject=/C=Us/s7=5tate/L=City/0-node/0U=unix1/CN=unix1l/emailaddrz=ss— unlx@cpmaﬁ

=17322 cdspssl: audit infc

FCEUS/ BT Lale/I= C;Ly/O=nud:fOU_un¢xllfCN_un;xlfumu;LAdchsu—un;x@uumpunnyﬁAl 00[922189 44392 63d4b3 7104004478383
582/3N=05397FE1

=17322 cdspssl: Validatine peer certificate common nraﬁe
=17322 cdspssl: Expected Common Name: unixll
=17322 cdspssl: Received Common Name: unixl
=1vauy cdspesl: Common nawe validation failedy .
PID=17322Z D0Z/08 0B8:12:37:161485 > nd.m_error_s?'t! N y
=17322 wsgid: CSPA3ILSE _ ]
=17322 feedback: O 2 \ \ A4
=17322 ro: 8 - " 4
=17322 subst: :&VARl=unixl: | \\;, \}
=17322 status: 2 " ad
=17322 nuwm enktries: 1 '/ i}
PID=17322 02/09 08:12:37:161687 -"—% &def fileread
=17322 cth: Ox0B643CAR
=17322 buffer: UXFFFME"E}?
=17322 key: CSPAB' ;
=17332 <- sdef fileresd: found CSPA31SE
=17322 <= sdef read: record ok
FPID=17322 0z/09 08:12:37:161739 subtsLilulivn enlered.
=17322 ARG work : Certificate common name authentication failed, CHN=&VARL.
=17322 ARG msg_text:

The cause of this problem is that the Common Name (CN) in the Secure+ configuration does NOT match the:
A. the hostname on PNODE.A.the hostname on PNODE.

B. the hosthname on SNODE.B.the hostname on SNODE.

C. CNin the certificate from the PNODE.C.CN in the certificate from the PNODE.

D. CN in the certificate from the SNODE.D.CN in the certificate from the SNODE.

Correct Answer: D

QUESTION 5
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A Sterling Connect:Direct for UNIX administrator was tasked to automate Connect:Direct processes. The Connect:Direct
File Agent application has been chosen to perform this task. File Agent submits a process to a:

A. CDJAI.
B. SPCLI.
C. PNODE.
D. SNODE.

Correct Answer: C
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