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QUESTION 1

What is the most severe failure from which an Azure Availability Zone can be used to protect access to Azure service? 

A. a physical server failure 

B. an Azure region failure 

C. a storage failure 

D. an Azure data center failure 

Correct Answer: D 

Explanation: 

Availability zones expand the level of control you have to maintain the availability of the applications and data on your
VMs. An Availability Zone is a physically separate zone, within an Azure region. There are three Availability Zones per 

supported Azure region. 

Each Availability Zone has a distinct power source, network, and cooling. By architecting your solutions to use replicated
VMs in zones, you can protect your apps and data from the loss of a datacenter. If one zone is compromised, then 

replicated apps and data are instantly available in another zone. 

Reference: https://docs.microsoft.com/en-us/azure/virtual-machines/availability 

 

QUESTION 2

Your company plans to move several servers to Azure. 

The company\\'s compliance policy states that a server named FinServer must be on a separate network segment. 

You are evaluating which Azure services can be used to meet the compliance policy requirements. 

Which Azure solution should you recommend? 

A. a resource group for FinServer and another resource group for all the other servers 

B. a virtual network for FinServer and another virtual network for all the other servers 

C. a VPN for FinServer and a virtual network gateway for each other server 

D. one resource group for all the servers and a resource lock for FinServer 

Correct Answer: B 

Networks in Azure are known as virtual networks. A virtual network can have multiple IP address spaces and multiple
subnets. Azure automatically routes traffic between different subnets within a virtual network. The question states that
FinServer must be on a separate network segment. The only way to separate FinServer from the other servers in
networking terms is to place the server in a different virtual network to the other servers. 
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References: https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-vnet-plan-design-arm 

 

QUESTION 3

DRAG DROP 

A company that uses Microsoft 365 plans to deploy updates to computers. 

You need to choose the appropriate update channel based on each requirement. 

Which update channel should you use for each requirement? To answer,drag the appropriate updatechannels tothe
correct requirements. Each update channel may be used once, more than once, or not at all. You may need to drag the
split 

bar between panes or scroll to view content. 

NOTE: Each correct match is worth one point. 

Select and Place: 

Correct Answer: 
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Reference: https://docs.microsoft.com/en-us/deployoffice/overview-update-channels 

 

QUESTION 4

You have a resource group named RG1. 

You need to prevent the creation of virtual machines in RG1. The solution must ensure that other objects can be created
in RG1. 

What should you use? 

A. a lock 

B. an Azure role 

C. a tag 

D. an Azure policy 

Correct Answer: D 

Explanation: 

Azure policies can be used to define requirements for resource properties during deployment and for already existing
resources. Azure Policy controls properties such as the types or locations of resources. 

Azure Policy is a service in Azure that you use to create, assign, and manage policies. These policies enforce different
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rules and effects over your resources, so those resources stay compliant with your corporate standards and service
level 

agreements. 

In this question, we would create an Azure policy assigned to the resource group that denies the creation of virtual
machines in the resource group. 

You could place a read-only lock on the resource group. However, that would prevent the creation of any resources in
the resource group, not virtual machines only. Therefore, an Azure Policy is a better solution. 

Reference: 

https://docs.microsoft.com/en-us/azure/governance/policy/overview 

 

QUESTION 5

You have an Azure subscription that contains a custom application named Application1. Application1 was developed by
an external company named Fabrikam,Ltd. Developers at Fabrikam were assigned role-based access control (RBAC) 

permissions to the Application1 components. All users are licensed for the Microsoft 365 E5 plan. 

You need to recommend a solution to verify whether the Fabrikam developers still require permissions to Application1.
The solution must meet the following requirements: 

To the manager of the developers, send a monthly email message that lists the access permissions to Application1. 

If the manager does not verify an access permission, automatically revoke that permission.Minimize development
effort. 

What should you recommend? 

A. In Azure Active Directory (Azure AD), create an access review of Application1. 

B. Create an Azure Automation runbook that runs the Get-AzRoleAssignment cmdlet. 

C. In Azure Active Directory (Azure AD) Privileged Identity Management, create a custom role assignment for the
Application1 resources. 

D. Create an Azure Automation runbook that runs the Get-AzureADUserAppRoleAssignment cmdlet. 

Correct Answer: A 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/governance/manage-user-access-with-access-
reviews 
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