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QUESTION 1

Your company has two on-premises sites in New York and Los Angeles. 

Your company has Azure virtual networks in the East US Azure region and the West US Azure region. 

Each on-premises site has Azure ExpressRoute circuits to both regions. 

You need to recommend a solution that meets the following requirements: 

Outbound traffic to the Internet from workloads hosted on the virtual networks must be routed through the closest
available on-premises site. 

If an on-premises site fails, traffic from the workloads on the virtual networks to the Internet must reroute automatically
to the other site. 

What should you include in the recommendation to route from virtual networks to on-premises locations? 

A. Azure Default routes 

B. Border Gateway Protocol (BGP) 

C. User-defined routes 

Correct Answer: B 

Correct Answer(s): 

Border Gateway Protocol (BGP) - You must use BGP to advertise on-premises routes to the Microsoft Edge router. You
cannot create user-defined routes to force traffic to the ExpressRoute virtual network gateway if you deploy a virtual 

network gateway deployed as type: ExpressRoute. 

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-udr-overview#next-hop-types-across- azure-
tools 

Wrong Answers: 

Azure Default routes - When outbound traffic is sent from a subnet, Azure selects a route based on the destination IP
address, using the longest prefix match algorithm. 

User-defined routes - You cannot create user-defined routes to force traffic to the ExpressRoute virtual network gateway
if you deploy a virtual network gateway deployed as type: ExpressRoute. 

 

QUESTION 2

Your company has an Azure virtual network named Vnet1 that uses an IP address space of 192.168.0.0/20. 

Vnet1 contains a subnet named Subnet1 that uses an IP address space of 192.168.0.0/24. You create an IPv6 address
range to Vnet1 by using a CIDR suffix of /48. You need to enable the virtual machines on Subnet1 to communicate with 

each other by using IPv6 addresses assigned by the company. 
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The solution must minimize the number of additional IPv4 addresses. 

What should you do for each virtual machine? 

A. Create an additional IP configuration 

B. Create an additional NIC 

C. Create a public IPv6 address 

Correct Answer: A 

You need to configure the VM NICs with an IPv6 address. https://docs.microsoft.com/en-us/azure/load-
balancer/ipv6-add-to-existing-vnet-cli 

 

QUESTION 3

HOTSPOT 

You are implementing the virtual network requirements for VM-Analyze. 

What should you include in a custom route that is linked to Subnet2? To answer, select the appropriate options in the
answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 
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Reference: https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-udr-overview 

 

QUESTION 4

You plan to implement Point-to-Site(P2S) VPN connection. Which of the following authentication methods you can use? 

A. Native Azure certificate authentication 

B. Native Azure active directory authentication 

C. RADIUS Server 

Correct Answer: ABC 

Before Azure accepts a P2S VPN connection, the user has to be authenticated first. There are multiple mechanisms
that Azure offers to authenticate a connecting user. 

Authenticate using native Azure certificate authentication - When using the native Azure certificate authentication, a
client certificate that is present on the device is used to authenticate the connecting user. 

Authenticate using native Azure Active Directory authentication - Azure AD authentication allows users to connect to
Azure using their Azure Active Directory credentials. Native Azure AD authentication is only supported for OpenVPN 

protocol and Windows 10 and requires the use of the Azure VPN Client 
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Authenticate using Active Directory (AD) Domain Server - AD Domain authentication allows users to connect to Azure
using their organization domain credentials. It requires a RADIUS server that integrates with the AD server.
Organizations can also leverage their existing RADIUS deployment. https://docs.microsoft.com/en-us/azure/vpn-
gateway/point-to-site-about 

 

QUESTION 5

You need to connect Vnet2 and Vnet3. The solution must meet the virtual networking requirements and the business
requirements. 

Which two actions should you include in the solution? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. On the peering from Vnet1, select Allow gateway transit. 

B. On the peerings from Vnet2 and Vnet3, select Use remote gateways. 

C. On the peerings from Vnet2 and Vnet3, select Allow gateway transit. 

D. On the peering from Vnet1, select Use remote gateways. 

E. On the peering from Vnet1, select Allow forwarded traffic. 

Correct Answer: AB 

Virtual network peering seamlessly connects two Azure virtual networks, merging the two virtual networks into one for
connectivity purposes. Gateway transit is a peering property that lets one virtual network use the VPN gateway in the
peered virtual network for cross-premises or VNet-to-VNet connectivity. The following diagram shows how gateway
transit works with virtual network peering. 

In the diagram, gateway transit allows the peered virtual networks to use the Azure VPN gateway in Hub-RM.
Connectivity available on the VPN gateway, including S2S, P2S, and VNet-to-VNet connections, 

Reference: https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-peering-gateway-transit 
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