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QUESTION 1

You have an Azure Active Directory (Azure AD) tenant that contains a user named Admin1. Admin1 is assigned the
Application developer role. 

You purchase a cloud app named App1 and register App1 in Azure AD. 

Admin1 reports that the option to enable token encryption for App1 is unavailable. 

You need to ensure that Admin1 can enable token encryption for App1 in the Azure portal. 

What should you do? 

A. Upload a certificate for App1. 

B. Modify the API permissions of App1. 

C. Add App1 as an enterprise application. 

D. Assign Admin1 the Cloud application administrator role. 

Correct Answer: A 

This is a tricky one because uploading a certificate is also required. However, the question states that the Token
Encryption option is unavailable. This is because the app is not added as an enterprise application. When the app is
added as an enterprise application, the Token Encryption option will be available. Then you can upload the certificate. 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/howto-saml-token-encryption 

 

QUESTION 2

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You use Azure Security Center for the centralized policy management of three Azure subscriptions. 

You use several policy definitions to manage the security of the subscriptions. 

You need to deploy the policy definitions as a group to all three subscriptions. 

Solution: You create a policy initiative and assignments that are scoped to resource groups. 

Does this meet the goal? 

A. Yes 

B. No 
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Correct Answer: B 

Instead use a management group. 

Management groups in Microsoft Azure solve the problem of needing to impose governance policy on more than one
Azure subscription simultaneously. 

Reference: 

https://4sysops.com/archives/apply-governance-policy-to-multiple-azure-subscriptions-with-management- groups/ 

 

QUESTION 3

HOTSPOT 

You have an Azure subscription that contains an Azure key vault. The role assignments for the key vault are shown in
the following exhibit. 
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Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic. NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

User1 - has ownership at subscription level therefore has access to the control plane of the key vault but not to the data
plane. therefore User1 can manage RBAC permissions but cannot create/access keys or secrets (unless bthey can
grant themself \\'Key Administrator\\' access and do this, which again does not show up in this RBACs listed so we
cannot assume that) 

-Therefore User1 has not access to the keys or secrets in this vault 

User2 - Is a Key VAult Crypto officer for the KeyVault1. so according to this:https://learn.microsoft.com/en-us/azure/key-
vault/general/rbac-guide?tabs=azure-cli#azure-built-in-roles-for-key-vault-data-plane-operations , they can manage
keys 
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(but not access secrets or manage permissions) 

User3 - Is a Secrets officer for the KeyVault1 scope. they can access secrets data in this key vault 

User4 - Here\\'s a tricky one. while they are indeed given \\'Key Vault Administrator\\', notice the scope is set to
"../KeyVault1/Keys/Key1". So they should only be able to work with that key. 

 

QUESTION 4

Note: The question is included in a number of questions that depicts the identical set-up. However, every question has a
distinctive result. Establish if the solution satisfies the requirements. 

Your company has an Active Directory forest with a single domain, named weylandindustries.com. They also have an
Azure Active Directory (Azure AD) tenant with the same name. 

You have been tasked with integrating Active Directory and the Azure AD tenant. You intend to deploy Azure AD
Connect. 

Your strategy for the integration must make sure that password policies and user logon limitations affect user accounts
that are synced to the Azure AD tenant, and that the amount of necessary servers are reduced. 

Solution: You recommend the use of pass-through authentication and seamless SSO with password hash
synchronization. 

Does the solution meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

"must make sure that password policies and user logon limitations affect user accounts that are synced to the Azure AD
tenant" 

keyword here in this question is \\'synced\\'. So, answer is YES 

Password hash synchronization. A sign-in method that synchronizes a hash of a users on-premises AD password with
Azure AD. 

Pass-through authentication. A sign-in method that allows users to use the same password on-premises and in the
cloud, but doesn\\'t require the additional infrastructure of a federated environment. 

Reference: 

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta 

 

QUESTION 5

You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table. 
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The tenant contains the named locations shown in the following table. 

You create the conditional access policies for a cloud app named App1 as shown in the following table. 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct
selection is worth one point. 

Hot Area: 

Correct Answer: 
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