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QUESTION 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You use Azure Security Center for the centralized policy management of three Azure subscriptions. 

You use several policy definitions to manage the security of the subscriptions. 

You need to deploy the policy definitions as a group to all three subscriptions. 

Solution: You create an initiative and an assignment that is scoped to a management group. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

Reference: https://docs.microsoft.com/en-us/azure/governance/policy/overview 

 

QUESTION 2

You have an Azure virtual machine that runs Windows Server R2. 

You plan to deploy and configure an Azure Key vault, and enable Azure Disk Encryption for the virtual machine. 

Which of the following is TRUE with regards to Azure Disk Encryption for a Windows VM? 

A. It is supported for basic tier VMs. 

B. It is supported for standard tier VMs. 

C. It is supported for VMs configured with software-based RAID systems. 

D. It is supported for VMs configured with Storage Spaces Direct (S2D). 

Correct Answer: B 

Reference: https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-windows 

 

QUESTION 3
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HOTSPOT 

Which virtual networks in Sub1 can User9 modify and delete in their current state? To answer, select the appropriate
options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Box 1: VNET4 and VNET1 only 

RG1 has only Delete lock, while there are no locks on RG4. 

RG2 and RG3 both have Read-only locks. 

Box 2: VNET4 only 

There are no locks on RG4, while the other resource groups have either Delete or Read-only locks. 

Note: As an administrator, you may need to lock a subscription, resource group, or resource to prevent other users in
your organization from accidentally deleting or modifying critical resources. You can set the lock level to CanNotDelete
or 

ReadOnly. In the portal, the locks are called Delete and Read-only respectively. 

1. 

CanNotDelete means authorized users can still read and modify a resource, but they can\\'t delete the resource. 

2. 

ReadOnly means authorized users can read a resource, but they can\\'t delete or update the resource. Applying this
lock is similar to restricting all authorized users to the permissions granted by the Reader role. 

Scenario: 

Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6. 

User9 creates the virtual networks shown in the following table. 
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Sub1 contains the locks shown in the following table. 

Reference: https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-lock-resources 

 

QUESTION 4

Note: The question is included in a number of questions that depicts the identical set-up. However, every question has a
distinctive result. Establish if the solution satisfies the requirements. 

Your company has an Azure subscription that includes an Azure key vault. You have previously created a secret in the
key vault. 

After an application developer registers an application in Azure Active Directory (Azure AD), you are instructed to make
sure that the application is able to use the secret you created. 

Solution: You should create a role in Azure AD. 

Does the solution meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

Azure Key Vault provides a way to securely store credentials and other keys and secrets, but your code needs to
authenticate to Key Vault to retrieve them. 

Managed identities for Azure resources overview make solving this problem simpler, by giving Azure services an
automatically managed identity in Azure Active Directory (Azure AD). You can use this identity to authenticate to any
service 

that supports Azure AD authentication, including Key Vault, without having any credentials in your code. 

Example: How a system-assigned managed identity works with an Azure VM 

After the VM has an identity, use the service principal information to grant the VM access to Azure resources. To call
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Azure Resource Manager, use role-based access control (RBAC) in Azure AD to assign the appropriate role to the VM 

service principal. To call Key Vault, grant your code access to the specific secret or key in Key Vault. 

Reference: 

https://docs.microsoft.com/en-us/azure/key-vault/quick-create-net 

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview 

 

QUESTION 5

HOTSPOT 

You have an Azure subscription named Sub1 that contains the resource groups shown in the following table. 

You create the Azure Policy definition shown in the following exhibit. 

You assign the policy to Sub1. 

You plan to create the resources shown in the following table. 
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct
selection is worth one point. 

Hot Area: 

Correct Answer: 
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